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Preface

Thank you for choosing a Neuberger & Hughes product. We have made all possible efforts to make
this manual as extensive and clear as possible for both the inexperienced user and the professional
system administrators. In case you still have questions, please consult the on-line N&H Support
System at http://support.n-h.com. To use this and other support tools, you need to have a valid sup-
port contract. For more information on the support possibilities, please contact Neuberger &
Hughes.

This manual consists of four parts. When you want to start directly with the installation of EasyG-
ate, we advice you to read at least Part |1. This section contains important information that can pre-
vent confusion while using EasyGate.

The manual contains a lot of images to simplify the configuration. Some of these images are from
the exchangedlinux server suite 2.5. In this case there is no difference between the configuration of
exchangedlinux and EasyGate.
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Part |. Explanation and
terminology

This part shall help you to develop a better understanding of the network possibilities and to get to
know some special expressions you need to set up EasyGate.
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Chapter 1. Explanation of network
settings

Internal EasyGate network

EasyGate can manage one dedicated network. The internal |P-addresses are, contrary to the IP-
addresses used on the Internet, only visible for computers within the network. Depending on the size
of the network, a specific range of 1P-addresses must be used. The possible ranges are sorted in sev-
eral classes:

1. C-Class network:
This class enables you to assign 256 |P-addresses within the network. These addresses have to
start with: 192.168. ... . ...
On the third position must be a value between 0 and 256, eg. 192.168.2. ...
The last position must be a0, in this case the network address would be: 192.168.2.0
When using a DHCP server, the settings of this server have to match the values mentioned
above. In this case, |P-addresses can be assigned in the range 192.168.2.0 to 192.168.2.255
with the exception of the IP-address used by EasyGate itself.

2. B-Class network:
When more than 256 addresses are needed, one can use a B-Class network. This allows you to
assign 256* 256 | P-addresses. The range must start with 172. ... . ... ...
The second number must lie between 16 and 31, so between 172.16. ... . ... and 172.31. ... . ....
The network address ends with 0.0
An example: as a network address you choose 172.22.0.0. The DHCP Server can, if set up
properly, assign addresses in the range 172.22.0.0 to 172.22.255.255 with exception of the
EasyGate | P-address.

3. A-Class network:
There is also one private A-Class network (10.0.0.0). This network range cannot be used with
EasyGate though. EasyGate’' s nameserver is based on advanced "reverse resolving”, and when
activating a profile which uses this A-Class network an extremely large nameserver database
must be built. This can take several hours!

Caution:
Using official (public) IP-addresses, which are not owned by you, for an internal

network is against the rules and regulations described in RFC 1597 - Address Al-
location for Private Internets, and we strongly dissuade you not to do this. When
using official |P-addresses, which are not assigned to you, for the internal net-
work, the correct functioning of EasyGate cannot be guaranteed.

4. Netmask:
The (sub)netmask serves as a display of the network size. The standard values for the netmask
are;

+ for aB-Class network 255.255.0.0

+ for aC-Class network 255.255.255.0




Chapter 2. Terminology

Alias-addr esses:

Alias-addresses are addresses that refer to a mailbox/user. The value of such an aliasis, that multiple
names can be appointed to one single mailbox. In case of EasyGate an additional advantage is that
alias-addresses can be larger than the 16 characters a mailbox may consist of. An example of an ali-
as-addressis:

firstname.sur name@company.com.

This alias-address then refers to the mailbox:

surname@company.com.

Autoresponder:

An autoresponder can be used to respond with a standard reply to persons sending a message to your
account, for example in case of avacation. In thisreply you can notify them of your absence and re-
turn date.

Backup Service (Section 6.4):

The Backup Service offers the possibility to save the EasyGate userdata by means of an accompany-
ing Windows application. When data has been logt, this application can restore a previously made
back-up.

DHCP Server (Section 6.14):

A DHCP Server appoints a dynamic | P-address to computers within the network. This saves alot of
work, since no additional network settings have to be made on the workstations (IP-address, broad-
cast, netmst, DNS Servers, etc.).

Domain suffix:

The domain suffix is the internal domain name of the server. In case of fixed |P-addresses the do-
main suffix must be inserted into the DNS-searchlist of the clients. On EasyGate the standard value
of the suffix is "local.intranet".

Email: (Batched) SM TP (Section 6.6):

(Batched) SMTP is a method of receiving e-mail whereby all the e-mail for your domain is actively
pushed to the server. Once the e-mail arrives at the EasyGate server, the address of the recipient is
checked and if existent the mail is being distributed to the user. Nowadays most providers make use
of this protocol.

Email: POP3 (Section 6.6):

A method which polls the e-mail from the provider using afixed interval, whereby messages are be-
ing sent to the user’ s workstation.

Email: IMAP (Section 6.6):

A method that sends a copy of the actual message to the e-mailclient, but saves one on the server as
well. Thisimplies that, at the cost of more disk space, one can manage his e-mail using several pro-
grams (eg. Outlook, Mozilla and webmail) without removing messages from the server.

Fileserver (Section 6.19):

The EasyShare fileserver integrated in EasyGate offers the possibility to save files, that can be ac-
cessed from any workstation within the network. It is possible to make exceptions as to which users
have access to certain files.

Host:
A hostisaPC or server with acertain | P-address.

Maildomain (Section 6.6.1):
This is the domain (eg. company.com) that is being used by the EasyGate mailserver. The mailbox

4



Terminology

names and alias-addresses are all complemented with the domain name(s) mentioned here.

Manual nameserver entries:

Here combinations of hostname and |P-address can be inserted, to make sure that the nameserver
knows which IP-address matches a certain host. Accordingly the hosthame can be inserted in a
user’s browser, after which the correct website will be shown.

Nameserver (Section 6.20):
The nameserver (DNS) is being used to bind URL's (eg. http://www.google.com) to |P-addresses.
EasyGate has its own DNS server, that works in combination with the provider’s server.

Profiles (Section 6.3):

A profileis afile in which all EasyGate settings at certain point in time are being saved. When the
server does not function properly, it can easily be restored to a previous state. This is an extremely
user-friendly way of configuring, since changes can be made undone with one click of the mouse.
Profiles can also be imported and exported from and to a workstation. This way your settings can al-
ways be saved eg. when the EasyGate software is being re-installed.

Read confirmation:
A read confirmation can accompany outgoing e-mail messages and requests the recipient to confirm
the delivery of the message.

Spamblocker RBL (Section 6.6.2):

A spamblocker filtersincoming messages for known distributors of spam (unsolicited e-mail) before
they are being sent to the users. On the internet, databases with these spam-addresses are continually
being updated. EasyGate consults these databases and returns known spammail to the sender.

Spamfilter (Section 6.7):

A spamfilter attempts to filter spam (unsolicited e-mail) from al incoming e-mail by looking at cer-
tain characteristics that are often a sign of spammail. Spam is one of the most hated phenomena on
the internet and adds up to a considerable percentage of worldwide e-mail traffic.

Subdomain:

A specified domain within the normal domain. Most internet providers offer the possibility to sup-
ply you with a subdomain. Subsequently this subdomain can be used for e-mail addresses and web-
sites. A subdomain looks like this: department.company.com.

An e-mail address would look like: john@sal es.company.com.

WINS Server:

Windows Internet Name Server; a protocol that makes sure that computers within the network are
easily accessible for each other. EasyShare uses this service.



http://www.google.com

Part Il. Before you start

Toinstall and set up EasyGate you need some information e.g. from your provider. To save timethe
important points are listed in this part, so you are able to collect them "before you start” the installa-
tion respectively the setup.
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Chapter 3. Network and provider data

Y ou need to have the following data at hand before configuring EasyGate.

1

License domain:

* The domain name must be known when registering. It can be inserted in the "Registration"
menu.

For the e-mail settings you need:

e The IP-address of your provider's SMTP server (to send mail) and the POP3 server (to re-
ceive mail). To receive mail using SMTP you do not need to fill in an IP-address in the
configuration menu. Normally your provider takes care of this by means of setting up a so-
called MX-record.

«  When using POP3, you aso need to know the username and password of the mail account.

Network data:
In order to place EasyGate correctly within the network, some data has to be available to you.
The following I P-addresses must be required for the configuration of your EasyGate server:

Network address and an unused | P-address for the EasyGate server
Broadcast address

Netmask

| P-address of the router that connects EasyGate to the internet




Chapter 4. Software installation

This chapter describes how to install the EasyGate on your own
hardware. Therefore it is not necessary to read this section when
you have bought an all-in-one server including hardware.




Software installation

4.1. What do you need to install EasyGate?

*  Monitor

» Keyboard

* PC that satisfies the hardware reguirements, including a CD-Rom drive
» Cross-over cable or regular UTP cable

» Freeport on the hub or switch

Caution:

It is important to know the brand names and model numbers of the installed Network
Interface Cards (NICs) and ISDN device (if applicable) in advance. This has to be in-
dicated during the installation procedure.

10



Software installation

4.2. Installation

Start the PC with the EasyGate cd in the CD-Rom device and the BIOS boot-order set up to load the
CD-Rom before the harddisk. For instructions on how to do this, please consult the manual of your
motherboard. If done correctly, the screen looks like Figure 4.1. Now press Enter. Repeat this ac-
tion when the dialog shown in Figure 4.2 appears.

Figure 4.1.

Copyright (c) 2881 by Neuberger & Hughes GmbH
http:/7w1M. n—h.com

Figure 4.2.

easygate Base Installation 4.8

| Setup Disk Device |

DROM1 wvia ~<dev hdc

Neuberger & Hughes GMbH
Im Bruckenwasen 1
D-73287 Plochingen
http:/1WWK. n—h.con

Figure 4.3.
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Software installation

easygate Base

WARN ING

By continuing in this installation process the
hard disk will be formatted and all existing data
Wwill be lost t

<Ok>_

[:] D-73287 Plochingen
http://lWKW. n-h.com

[:j:] Neuberger & Hughes GmbH
Im Bruckenwasen 1

Figure 4.4.
MEDIACOPY EasyGate 5.8

Select ypour primary mnetwork device

( ) 01d DECchip Tulip (dcZlixd4x) PCI
(g) EtherExpress PRO-188

) Intel Pro-188 UM (B2562 chip)

) PCI HE288A8

) VIA Rhine

) 5i5 988-7816

) SMC EtherPouwer II

[:j:] [%::] Neuberger & Hughes GubH
[:] Im Bruckenwasen 1
D-73287 Plochingen
[:j:] Eﬂ::] http://WHW. n—h.com

The warning that is being displayed (Figure 4.3) notifies you of the fact that all existing data on the
harddisk will be erased during installation. Please be aware of this before starting the factual install-
ation procedure. Also take into account that the PC cannot be used for other purposes as long as
EasyGate is running on it.

Now the network device must be identified (Figure 4.4). The primary network device is the first
Network Interface Card, meant for the communication between the EasyGate server and the net-
work. This card must be attached to the hub or switch. The second NIC can be attached to an AD-
SL- or cable modem, if present. Usually this second connection is indirect, since there is often a
router or firewall between EasyGate and the internet. It is also possible to include an ISDN device
for two possible reasons: as a back-up solution for the regular connection method; or to make use of
the integrated faxserver. For more information on supported devices, please consult the Hardware
Compatibility List on the EasyGate website http://www.n-h.com/NHSite/NH/Download. Note that
in order to use EasyGate as a faxserver, a so-called active ISDN deviceis required.

12
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Software installation

Figure 4.5.
SERVICE

EasyGate 5.8

| Serwvice |

Press <Yes> to enter easymail Service Mode.
EasyGate Will continue normal startup in 18 seconds.

<ves>H

Neuberger & Hughes GmbH
I Bruckenuwasen 1
D-73287 Plochingen
http://HWWW. n—h.con

Copyright (c) 2881 by Heuberger & Hughes GumbH
http://WuW. n—h.com

Press ENTER to start configuration

Driicken Sie die Eingabetaste, um das
Konfigurationsprogramm zu starten

Figure 4.7.

13




Software installation

sername for 'EasyGate’ at server ’'easygate. intermnal.local’:admin_

Figure 4.8.

easyHail

Internes Netzwerk:

Anschluss Internes Hetzwerk aktiv
Netzuwerk-Adresse

Interne IP-Adresse
Broadcast-Adresse

Netzmaske

Gateway

(Checkbox Field) Use right-arrow or <{return> to toggle.
Arrow keys: Up and Down to move. Right to follow a link; Left to go back.
Hlelp Diptions Plrint G)o Mlain screem 0Juit ~=search [deletel=history list

Subsequently the desired language of the system can be selected. If desired, the language settings
can aways be altered in the EasyGate configuration menu. Now remove the cd from the CD-Rom
tray and press Enter to reboot the system.

When starting the system, a dialog like Figure 4.5 is being displayed. The “Service Mode” is meant
to offer away of repairing the system when it no longer functions properly. Normally you will not
need this.

After a short while the start-up procedure is finished and the screen looks like Figure 4.6. Now
EasyGate is ready to be configured from a workstation by using a cross-over cable or through the
hub. In both cases make sure that the network cable is attached to the internal/primary network
device of your EasyGate server. You can then access the configuration menu by locating ht-
tp://easygate or http://172.16.6.1 in a webbrowser on the attached PC or on a regular PC within the
network (depending on whether a cross-over or regular cable is used).

Alternatively some basic settings can be made directly on the console. To do this, click Enter to
configure the network. Log in with username admin and password easygate. By making the correct
network settings here, easygate will be visible within the network and can be configured from a ran-
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dom workstation within the network. After saving the new settings, do not forget to reboot the sys-
tem by simultaneously pressing the Control, Alt and Delete buttons.

The system will reboot and when the primary network device is attached to the hub, the configura-
tion menu can be reached by browsing to http://<ip-address> with a webbrowser. Again, log in
with the combination:

username;
admin
password:
easygate

15



Chapter 5. Saving changes

When configuring EasyGate it is not necessary to reboot the sys-
tem after every change that has been made. We advise to reboot
after every 3 or 4 changes made.

Caution:
When, after changing the configuration, EasyGate does not start up properly, the previ-
ous profile can be re-activated by means of the Service Mode. To do this, attach a key-
board and monitor to the system and wait until the Service Mode notification appears
(Figure5.1).

Figure 5.1.
SERVICE EasyGate 5.8

| Service |

Press <Yes> to enter easymail Service Mode.
EasyGate Will continue normal startup in 18 seconds.

<ves>H

Neuberger & Hughes GMbH
Im Bruckenwasen 1
D-73287 Plochingen
http:~7HWKWH. n—h.com

Now make sure that Yes is highlighted and press Enter.

Figure 5.2.
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Saving changes

SERVICE EasyGate 5.8

| Service Henu |

1 Startup EasyGate

Reboot EasyGate

Check disks

Undo to previous profile
Backup configured System
Restore a Backup ImMage
Get a Shell

Lo [ - TS N

[:j:] [%::] Neuberger & Hughes GrbH
[:] Im Bruckenwasen 1
D-73287 Plochingen
[:j:] [f::] http:/7WuK. n—h.con

In the Service Menu choose the option: Undo to previous profile. Now EasyGate will reboot with
the previous profile activated.

17



Part lll. Configuration and
management

This part describes how to configurate EasyGate correctly and how to manage the offered possibilit-
ies. The amount of shown options depends on your EasyGate version, so it is possible that some
points described in here do not appear in your version.
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Chapter 6. EasyGate configuration

This chapter explains how to configure EasyGate, beginning with
general information and on to detailed setup information.
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6.1. General

6.1.1. Introduction

In this section all the necessary steps to configure EasyGate are being described. The placement of
EasGate, its functioning and the EasyConfig menu are being depicted.

When you have bought or downloaded the EasyGate software, please consult Chapter 4 Software in-
stallation first. After that, this section will explain how to configure the software.

To buy or register the software (in case of an evaluation version) please contact your nearest EasyG-
ate reseller, distributor, or Neuberger & Hughes directly.

6.1.2. Appendices

Every once in a while new features are being made available for EasyGate. Logically in that case
your manual will no longer be up-to-date. Whenever such a new feature needs documentation, an
appendix for this manual is placed on the EasyGate website.

6.1.3. EasyGate models and versions

EasyGate is available on different hardware platforms:

» software only

» standard slimline server

* Professional tower server

* 19" dimline rackmount model (1 unit / 1U)

e 19" rackmount model of 2 or more units (2U and up)

For more information on the specification of the different hardware platforms please consult the
EasyGate website (menu “ Pre-installed systems”).

6.1.4. Placement of EasyGate

After removing EasyGate from its package, it should be set up in a proper location.
The product complies with the usual standards for electronic devices. Please make sure that the loca-
tion satisfies the following requirements:

1. There must be agrounding contact near the EasyGate server

2. Theroom/location must be clean, dry and dust-free

3. The room/location must be well ventilated and the EasyGate server should not be placed near
heat-sources (including direct sunlight)

4. There should not be strong electromagnetic fields (appliances with large electronic engines, air-
conditioners, radios, televisions or high frequency alarm systems) nearby; such devices can ad-
versely affect the functionality and durability of your hardware
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5. The connection to the Local Area Network (LAN) must be sufficiently close to the EasyGate
server

Attach the power cable to the rear end of the EasyGate server and to a power contact on the other
side.

6.1.5. Attaching a PS/2 keyboard

To configure EasyGate directly from the console, a PS/2 keyboard and a SVGA monitor have to be
attached to the system before booting it. This can be useful when the network settings on EasyGate
must be altered before connecting to it using a workstation.

Alternately, you can connect a PC directly to the EasyGate server by making use of a cross-over (or
null-Ethernet) cable.

Caution:
A null-Ethernet cable is not the same as an ordinary UTP network cable. If you do not

have a cross-over cable, the workstation and EasyGate can be connected through a
single network hub.

By default, the DHCP-server is set up for a class B network with the address 172.16.0.0 using the
netmask 255.255.0.0. The | P-address of EasyGate is configured to 172.16.6.1

6.1.6. Network connection

The standard network interface supports Twisted Pair (UTP) connections and is capable of both 10
Mbps and 100 Mbps data transfer rates. It is also possible to use 1000 Mbps (gigabit) and Token-
Ring devices.

6.1.7. Attaching a router/ADSL/cable modem

When you have a second network interface on the EasyGate server, it is possible to connect the sys-
tem to an external network, a router or a DSL/cable modem. One of the interfaces on the back of
EasyGate is designated for use with the external network. In most cases the onboard LAN connec-
tion isfor thelocal network and the additional NIC is for the external network connection.

6.1.8. Booting the system

The EasyGate system comes with a number of standard settings; this way you can start up the sys-
tem immediately. To boot up the system, press the power switch on the front panel of the server. On
the 19" models, you need to press the “ON" switch on the front. Some 19" models also have an
“ON” switch on the backside.

6.1.9. Conditions for using the management software

When configuring from a client (to do this, a network connection must first be established), the cli-
ent needs at least Netscape version 3.0 or Microsoft Internet Explorer version 3.0.2. The configura-
tion interface will not function properly with Internet Explorer 3.0!

It is also possible to use another browser, eg. Mozilla, on the condition that a recent version is being
used. For problem-free communication the TCP/IP protocol must be installed and set up correctly
on every workstation (see Section 8.1).
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6.1.10. Starting the management software

There are two possible methods to access the configuration interface.

1. Configuring from aclient:

» http://easygate or

e http://172.16.6.1

Caution

This only works if your network is set up to use dynamic IP-addresses and there
is no DHCP-server active at present, or if you aready have a network with net-
work address 172.16.0.0 and netmask 255.255.0.0

Furthermore the IP-address 172.16.6.1 may not be in use !! Please make sure
that the client with which you are attempting to make a connection has an IP-
address that falls within the network.

2. Network configuration from the console:
After starting the EasyGate system, the following screen will appear (Figure 6.1):

Figure 6.1.

Copyright (c) 2881 by Neuberger & Hughes GmbH
http://1m. n—h.com

Press ENTER to start configuration

Driicken Sie die Eingabetaste, umM das
Konfigurationsprogramm zu starten

If you press Enter, the following message will appear:
Alert!: access without authorization denied — retrying

After afew secondsyou will see:
Username for "easygate" at server "easygate":

Hereyou insert:

admin
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Then you will see:
Password

Hereyou insert:
easygate

(Thelogin screen is case sensitive, so make sure the <CAPS LOCK> key is not activated.)

Once successfully authenticated, you will see a menu where you can modify the EasyGate net-
work settings in order to reach it over the network. You can navigate between the different
lines with the <UP>, <DOWN> and <TAB> keys.

Warning
It is advisable to only change the network data when you have a clear understand-

ing of TCP/IP networks and when you know exactly what to insert. Incorrect set-
tings can lead to amalfunctioning system.

Oncethe settings ar e correctly modified, go to the linethat says:
Save

Now press:
ENTER

Now the following text appears:

Beware: The configuration has changed. You have to reboot EasyGate to activate the configur-
ation.

Using the <TAB>-key, go to thelinethat says:

Save and pressENTER
Now simulataneously press SHIFT and Q to leave the configuration menu.

Caution
The command SHIFT-Q only function when the cursor is at the Save line.

Finally pressthe CTRL, ALT and DEL ETE keys simultaneoudly to reboot the EasyGate serv-
er. After several minutes the start-up screen appears. Now the server can be connected to the
network and the configuration menu can be reached by entering the following location in an in-
ternet browser on a workstation:

http://< EasyGate | P-address>

6.1.11. Logging onto EasyGate

When entering https.//<easygate |P-address> in the webbrowser (for this the IP-address of the
EasyGate server must be known), a log-in screen like Figure 6.2 appears. When you click logon to
EasyGate the dialog as seen on Figure 6.3 appears. Fill in the username admin (the system adminis-
trator) and the corresponding password easygate.

Caution:

It is advised to change the password immediately after the first log-on. How to change
a password is explained further on in this manual. Make sure that the a possible altera-
tion of the password is documented correctly, asit is not possible to give support when
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the admin password is unknown!

Figure 6.2.

Aufforderung

9 ;J izeben Sie Benutzernarmen und Passwort Fir "EasyGate” auf
Benutzername:

admin

FPasswort:

Rk b i

|:| Den Passwart-Manager benutzen, um dieses Passwark

o, | | Abbrechen

Figure 6.3.

FA
L NMEUBERGER & HUGHES

EasyGate 6.0

# Welcome to EasyGate

You can logqon to EasyGate here.

Click here for access to your wehmail.

After filling in the username and password, one can enter the main menu of EasyConfig by pressing
the Enter key.

6.1.12. EasyConfig main menu

Figure 6.4.
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EG1-INMAPSYNC-DE EI I{‘
EasyGate 6.0 easygate 6.0.51 (Build 795) EIDIJ_—INEUBER
EzsyMail EasyGate Configuration
EasyCache

Ezcyiieb Prafiles = ¥ Profiles

EasyStatistics .
Backup Service
EasyCorfig . .
Licensing Hew profile automatically created on 020902006 at 13:10
EasyGate Configuration X X i
Language Profile: Mevws profile automatically created on 02092008 =t 13:10
EasyGate System Diagnostics — Last Changed on: 03092006 19:44
Registration Status: Menr Configuration
kit Spam filter
System actions
oo ISON Mews profile autematically created on O3/07/2008 at 17:07
El.ﬂ MNEUBERGER & HUGHES Fax Profile: ey profile automatically created on 03/07/2006 at 17.07
DSL awer PETP Last Changed on: 0072006 20:10
Status: Running Corfiguration
PPP owver Ethernet
Dizlup Contral Meue Konfiguration automatisch erstellt am 07 0320068 um 15:45
Metwoork Profile: Meue Korfigurstion automatizch erstellt am 07.02.2008 um 15:45
DHCP Server Last Changed on: 07.03.2006 15:45
Status:

¥PH with FFTP

¥PHN Connections / IPsec Neus Konfiguration autom atisch erstellt am 23,02 2008 um 0230

Firewall Profile: Meue Korfiguration automatisch erstellt am 23.02 2008 um 02:30
EzsyCache N Last Changed on: 23.02.2006 05:30

Status:
EasyWeb

On the left panel of the EasyConfig screen, the main menu is visible. From here you can browse
between the different configuration items. In the following chapters these items will be explained
one by one.

6.1.13. Navigation
Navigation within EasyConfig is thoroughly explained in Section 7.1 of this manual. For directions

on how to navigate between the menus while configuring the server, you are requested to read this
chapter.

6.1.14. Shutdown / reboot EasyGate

To shutdown or reboot EasyGate, browse to the menu item System actions, then select Shutdown /
Reboot System. Now click on the applicable button (Figure 6.5).

Figure 6.5.

27



EasyGate configuration

Easyﬁate 6.0 EG1-IMAPS

easyvgate 6.0.81

Essyhtail Shutdown/Restart EasyGate

EasyCache
EasyWeb ShutdowniRestart EasyGate:

Easyitatistics

S [ Feboot EasyGate ]

Fegistration

System actions

éShutdnwn !Reboot Eas!.r'i}ateé

[ shutdown EasyGate ]

Mail control

L_r'.LTJ
bl MEUBERGER & HUGHES

6.1.15. Language settings

The language of the EasyGate software can easily be changed directly from the webbrowser. The
new settings will be activated after a reboot of the system. To change the language, browse to the
menu item Language, click Language settings and select the desired language. Then click Save and
reboot the system.
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6.2. Packages Updates

This section details the installation process for new packages and updates on EasyGate. Y ou are able
to add new packages and/or updates by “uploading” them and installing them on EasyGate. (In the
manual, installing a new package will be used as an example but the process is identical for up-
dates.)

To open the following image click on Packages Updates — Upload/Install Packages. Previously up-
loaded and installed packages can be seen in this screen. Included with the package name are their
status and a brief description.

To upload a package, click on the white arrow |eft beside “Install packages, updates’. A screen ap-
pears in which you can enter the name of the package file to be uploaded or you can select it by
means of the Browse-button.

Figure 6.6.

EasyGate Configuration
Shutdown / Rebact sl + Install packages and updates

Systermn Logs and Diagnostic

Packages Updates Install a new package or update file
Uploaddinstall Packages Install package file: | |[ Durchsuchen... ]
Prafiles Uploaden

After selecting the package, click on Upload.

The uploaded package now appears in the main-window. If there are other packages already in-
stalled, the new package will appear at the bottom of the list with the status: Not yet installed. After
uploading a package it still needsto be installed. Click on the white arrow next to the name of the
package you want to be installed. Now a screen with detailed information about the package ap-
pears. To install the package click on the Install-button in this mask.

Now the overview screen appears again with the status-description Successfully installed, reboot
EasyGate to finish installation. To activate the new package, you have to restart EasyGate.

Attention

Some browsers can cause problems while uploading files, when the proxy-connection
in the browser is activated. To prevent problems while uploading packages, it is a good
ideato temporarily deactivate the proxy server (for uploading the file only). More de-
tails about how to activate and deactivate the proxy server can be found in Appendix A
of the EasyGate User Guide.
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6.3. Profiles

6.3.1. Profile management

In this part it is described how to work with profiles, eg. creating new profiles, editing or copying
profiles and deleting them. A profile contains all the settings of a certain configuration. This does
not include the usernames or any userdata at a certain point in time!

Figure 6.7.

E G t 6 0 EG1-IMAPSYNC-DE I?Dﬂ
asyuate 0. easygate 6.0.51 (Build 798) LANEUBLE
EasyMail EasyGate Configuration
EasyCache
EasywWeb

Frofiles il + Profiles
EasyStatistics .
Profile Management
Ez=yConfig . . .
Display Profile Settings Mew profile automatically created on 03002008 at 13:10
EasyGate Configuration . . ) .
ImporiExport Profile Prafile: Mews profile autamatically crested on 02/03/2006 =t 13:10
EasyGate Syst Diagnosti . . .
syl ate] 13w \BIEMEETES Eackup Service Last Changed on: O209/2006 19:41
Reqistration Status: Menwr Configuration
e Licensing
Systerm actions
Language Hew profile automatically created on DZ07/2006 at 17:07
|
El.ﬂ MEUBERGER & HUGHES Emazil Prafile: Mews profile autamatically crested on 02072006 =t 1707
Spam filter Last Changed on: Q072008 20010
Status: Running Confi guration
ISON

After clicking Profile management, alist with the existing configuration will be displayed. The pro-
files are sorted on date, with the most recent profile on top. This can be the activated profile (to be
recognized by the green status description) or the new profile when changes have been made to the
configuration after the last reboot (ared status description). Every profile shows the date and time of
its latest ateration. Old profiles do not have a status description.

A profile can be copied in two ways:

» Click the arrow-button to the left of the Profiles header, select a reference profile from the list
and enter atitle for its copy. Now press Save and a copy of the profile will be made.
» Select aprofile by clicking on the arrow left of its name. Rename it and click Save.

After thisanew configuration will be visible at the first position on the list.

6.3.2. Display profile settings

This function can be used to show an entire configuration on the screen. To do this, click the arrow-
button at the left of the desired profile. Now its configuration settings will be displayed and can eas-
ily be sent to the printer by issuing the print command.

6.3.3. Import/export profiles

This paragraph describes how to import external profiles into EasyGate and export existing profiles
to eg. aworkstation or adisk (for back-up purposes and the like).
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Figure 6.8.
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Importing a profile:

When you click the arrow-button to the left of the Import/Export Profile header, a dialog will be
shown in which you can select a profile by using the browse-button. Now click Import and the im-
ported profile will appear on top of the list with profiles. After rebooting the system, this imported
configuration will be activated.

Exporting a profile:
To export a profile, click the button to the left of the desired profile. Now a download file dialog
will appear, in which you can select a location and name for the file. By default the filename looks
like em0000xx.. Give the file an easy-to-remember name, followed by the extension .emc, for ex-
ample:
testprofiel-3-januari.emc

Use the .emc extension, so that exported profiles can easily be recognized in the future.
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6.4. Backup Service

6.4.1. Setting up the Backup Service

The Backup Service (System Configuration - Backup Service - Backup Service (passive)) can be
used to save a copy of the EasyGate userdata, by making use of a Windows application described in
Section 6.4.3. Select Backup Service active followed by Save to activate this function. Subsequently
the following items can be configured.

Figure 6.9.
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Authorized Client Backups Active:

With this option selected, a backup can only be made from (@) certain |P-address(es). Fill in one or
more IP-address in the fields that appear, and save the settings by clicking Save.

Password Authentification Active:

When checked, a password authentication mechanism can be activated to make sure that only cer-
tain individuals can make and restore backups.

The Backup Service can be controlled with the Windows application easygate.exe. This application
can be downloaded from the EasyGate website (see Section 6.4.3).

6.4.2. Backup Tape Service

The Backup Tape Service offers the possibility to make a daily backup of the EasyGate data to a
tape streamer.

EasyGate works with nearly every SCSI tape streamer, as long as it is connected to a SCSI-con-
troller that is being supported by EasyGate. For more information see the Hardware Compatibility
List, which can be found on the EasyGate website.

Figure 6.10.
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The starting time of the daily backup procedure can be entered here, as well as the e-mail address
that receives a confirmation of each successful backup.

6.4.3. easygate.exe and batchfiles

Using the easygate.exe backup-software, a copy of all EasyGate data can be made. This means the
profile, all workgroup data and e-mail (as long as IMAP is being used). The backup can only be
started when the correct settings have been made in the configuration menu (see Section 6.4.1
above). The username/password combination filled in there must be known for the batchfiles re-
store.bat and backup.bat to work.

Making and restoring a backup:

Make a new directory where the backup must be saved. This can be both locally and on a network
drive. Be aware of the fact that a backup can amount up to several gigabytesin diskspace, especially
when IMAP mail is being used.

1. Download the backup software (backup.zip) from http://www.exchangedlinux.com - Down-
loads - Extra’s

2. Unzip the file backup.zip into the new directory. The backup will be split up into files of at
most 650 MB, so that the different parts can easily be written to CD-Recordables later.

3. Useatext-editor such as Notepad to open the files backup.bat and restore.bat, so that the fol-
lowing dataisinserted correctly:

» hostname (or | P-address) of the EasyGate server
« username and password of the Backup Service

backup.bat now looks similar to the line below:
easygate.exe easygate GET USERDATA admin back-up

If necessary, replace exchangedlinux with the IP-address of EasyGate. The last two variables
are respectively username and password that have been defined in the Backup Service menu.
Now save both files and close them.

4. Double click backup.bat to start the backup procedure. The files will be saved in the directory
the batchfile is started from. After a short while a file named USERDATA.EO01 will be visible
there, whose size gradually increases. When no file appears you can be sure that something has
gone wrong. In that case make sure that you check the settings in backup.bat.

The backup is concluded successfully when, after some time, the DOS-screen closes.
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Caution:

easygate.exe does not take free diskspace into account. Before starting a backup-task,
make sure that there is enough free space on the harddisk where the backup files are to
be saved on.
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6.5. Licensing

This menu item enables the user to register the EasyGate software at Neuberger & Hughes.

Firewsll

Figure 6.11.
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Normally this part is already filled in by your EasyGate reseller or distributor. When this is not the
case, or when you have questions on this matter, please contact your nearest EasyGate registration

center.

At least the following data must be present:

* Licensedomain:
your (main) domain (companyname.com)

* Registration server:
reg.n-h.com

At online-registration:

» Servicecenter ID:
ask your reseller

* VAR/Resdler ID:
ask your reseller

The EasyGate License key has been supplied to you or is aready filled in. When thisis not the case,

please contact the EasyGate registration-center.

After filling in the necessary data, click Save. When the server reboots, the registration data will be
activated. When the registration is completed successfully, your domain name will be visible on top
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of the configuration menu.

Caution:
the" timezone" of your EasyGate will be activated during the online registration.

EasyGate registration-center:

Neuberger& Hughes

Im Bruckenwasen 1

73207 Plochingen

Germany

phone: +49 - (0)7153 6120-0
fax: +49 - (0)7153 6120-33
mail: info@n-h.net
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6.6. Email

6.6.1. Email domain

Figure 6.12.
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This is where you can activate EasyGate’ Email server functionality. It is the main switch, which
has to be activated at all times. If you remove the check, mail will NOT be sent or received. This
should only be used to temporarily disable the mailserver on EasyGate.

Mail domain:

This is the name of the mail domain. This is usualy the domain-name, for instance YourCom-
pany.com, sometimes with a subdomain in front of it (e.g. marketing.Your Company.com). Y our pro-
vider usually supplies you with this information.

Mail relay host:

Here the mailhost of your provider must be filled in (usually something like smtp.provider.nl). Y our
provider usually supplies you with this information. When EasyGate has to function as mail relay
host itself (which we usually recommend), this field needs to remain empty. Thisis only advised for
permanent internet connections.

Relay server SMTP authentication enabled:

When the provider uses SM TP authentication, this option needs to be checked.

Relay server SMTP authentication user id:

Here you fill in the username that has been supplied to you as SMTP authentication. Consult your
internet provider when this value is unknown.

Relay server SMTP authentication password:

Fill in the corresponding password here.
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Maximum Email message size (in bytes):

Use this field to limit the size of all incoming and outgoing mail, both internal and external. Please
pay attention to the fact that an attachment causes its message to become about 1.4 times the size of
this attachment. For example, email with a5 MB attachment will be 7 MB in size.

6.6.2. Email Spam Relay Block (RBL)

Figure 6.13.
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The EasyGate Spamblocker can be activated to bounce messages that have been sent from known
spam distributors aready before it reaches the users. By default there are three DNS serversfilled in
here that are considered to be the most up-to-date spamblocking databases. Y ou are free to add more
servers to the list, make sure to separate entries with acomma.

6.6.3. Batched SMTP

When email needs to be fetched by means of batched SMTP, activate it here and enter the mail do-
main again. Also enter the address of the SMTP-server, which is often identical to the mail relay
host.

This function only needs to be activated when the provider expects a so-called ETRN-command be-
fore the mail is being sent. Some providers automatically send the mail as soon as EasyGate has
connected. When in doubt, ask your provider.

6.6.4. Fetching

Figure 6.14.
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Email fetching enabled:

Here you can (de)activate the Email fetching scheme. If you deactivate Email fetching, mail will not
be sent and retrieved anymore. However, mail will be sent and retrieved when there is an internet
connection. Usually this function should be activated.

Extra domains (separated by spaces):

Thisis where extra domains can be inserted, for which EasyGate should accept incoming Email. For
example, besides Your Company.com there is also YourBrandname.com. Multiple entries have to be
separated by a space.

Deliver Email to local alter native mailserver:

When mail is NOT retrieved by SMTP, but by multidrop POP3, it can be forwarded to another
mailserver. When this box is checked (and after clicking Save), a new field is created where you can
enter the |P-address of the alternative mail server. This function does not work with (batched)
SMTP! Since batched SMTP is the most often used method of Email delivery, this function is ob-
solete in most cases.

Forward Undeliver able Email to:

This setting only works when the Email is fetched by means of multidrop POP3. If you use batched
SMTP, this setting will not have any effect. Undeliverable Email will be, in case of SMTP, re-
turned to the sender with the error message User unknown.

When mail isbeing fetched with (multidrop) POP3:

An existing mailbox-name has to be entered here. All mail that EasyGate cannot deliver because the
local recipient is not avalid user will be routed to this mailbox. This happens when someone makes
a typing-error in the email address. For instance: an email is sent to boob@yourcompany.com.
Within EasyGate this address is unknown. However, there is a user called bob@yourcompany.com.
This way the message will arrive and the user who checks this mailbox can forward the mail to the
intended recipient.

In genera this setting makes sure that al mail for your domain, that is all mail sent to a user
@yourcompany.com will arrive. Normally admin is the desired recipient for undeliverable mes-

sages.

6.6.5. POP3 server(s)

In order to add a new mail-server, click on the arrow to the left of Email Fetch Server. The follow-
ing screen appears:
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Figure 6.15.
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Add new Email fetch server:

In this section you can select from which POP3 servers the mail has to be retrieved. Thisis only ne-
cessary when you do not use batched SMTP.

Also other servers can be entered here. For instance, the mailserver of an aready present mail sub-
scription. The setting can be altered (click on the arrow pointing to the right) or a new server can be
added (click on the arrow pointing downwards).

Position/or der:

This is the rank the server in question has. If there are multiple servers, you can decide on the se-
guence of connectionsto the different mailservers (more important servers could be checked first).
Comment:

A description can be entered here. This will appear under the server-name in the server-list. For in-
stance POP3 at providername.

Email POP3 host:

This is the mailhost-name of the provider. Normally your provider has given this information to
you. In general the value resembles pop3.provider.com

Email POP3 Account ID:

This is the username of the e-mail account. Often (though not always) it is the same as the access-
account username.

Email POP3 password:

The password that corresponds to the POP3 account mentioned above.

Deliver to:

Here you can indicate which email address the emails need to be forwarded to. This field generally
is set to wildcard (“*”). It makes sure that messages are delivered at the recipient that the sender ad-
dressed the message to. If a mailbox-name is filled in here, all mail will be sent to this mailbox, re-
gardless of the intended recipient. This is useful if mails need to be fetched from an old e-mail ac-
count or e-mail domain, and all of these messages need to be sent to another mailbox (like OldMail-
Domain@Your Company.com)
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Caution:

The wildcard-setting can only be used in combination with a multidrop POP3-account.
Y our provider can inform you on this matter.

6.6.6. Auto fetch days

Figure 6.16.
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Here you tick off the days on which Email may be automatically sent and received.

6.6.7. Auto transfer schedule

This is where you can adjust exactly how frequently EasyGate is permitted to send and receive
Email. The settings here determine the connection-behavior of EasyGate, and therefore also the re-
lated telephone costs. Since most compani es nowadays have a flat-fee internet connection, the relev-
ance of these settingsis gradually declining.

Figure 6.17.
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The setup possibilities in this part are the most general parameters, that is, they have the highest pri-
ority in the determining of the connection behavior of EasyGate.

Email Auto Fetching Begin Time:

Start time for the mail-transport. For instance, it could be set to half an hour before the normal start-
ing time of the users. Thisway, Email has already been fetched by the time users want to read it.
Email Auto Fetching End Time:

End time for the mail-transport. Please be aware of the fact that after this time no more mail is being
sent and received. When employees often work |ate, a sensible time like 20:00 can befilled in here.
Minimum Email Fetch Pause:

This is the minimum time that must pass before a new connection is initiated again. With this set-
ting, the number of connections made can be limited. There would be unnecessary costs incurred if
every 5 minutes a new connection is made because there is another message in the send queue. A
sensible value is between 15 and 30 minutes for an ISDN connection. This parameter works in con-
junction with the settings in the following paragraph. Note that for a flat-fee connection the values
entered here can be much more strict.

Maximum Email Fetch Pause:

This is the maximum time that will elapse before a new connection is initiated again. A sensible
value is between 30 and 60 minutes for an ISDN connection.

6.6.8. Send queue

In this section you can set the schedule according to which EasyGate will send Email. Depending on
the type of connection it is advised to send directly or according to a schedule.

Figure 6.18.
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deliver e-mailsimmediately:

A new e-mail message delivered to EasyGate will be sent immediately. When you have aflat-feein-
ternet connection, like ADSL, this is the recommended method since there is a minimal delay
between sending and receiving mail.

spool e-mailsand deliver after fetching e-mail:

With this method checked, EasyGate will send Email according to the settings made in the menu
"auto fetch days" (Section 6.6.6) and "auto transfer schedule" (Section 6.6.7). This method saves
connection costs when ISDN is being used, since there will not be made an internet connection for
every e-mail message.

6.6.9. Receive queue

Caution:

These settings are only relevant when you have a special callback account. Since only
few providers grant this service, chances are small that you have to fill in anything
here.

Figure 6.19.
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6.6.10. Transport errors

Figure 6.20.
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Delay After Connection Error:

If errors should occur while making a connection, then this time must elapse before trying to con-
nect again. This preventsimmediate attempts to reconnect after a failed connection.

Email Check Send Queue after Send-error Delay:

The period of time that elapses after there has been a connection-error with a transfer action. A lo-
gica value is somewhere between the settings minimum and maximum Email transfer-pause. The
send queue is checked for not yet delivered mail. A connection is only made when mail to be sent is
queued.
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6.7. Spamfilter

6.7.1. Spamfilter configuration

Figure 6.21.
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Spamfilter enabled:
The spamfilter can be (de)activated here.

How many points before a message is consider ed spam:

The score system decides when a messages is considered to be spam, based on several characterist-
ics of spammail. The lower the value set here, the higher the risk of getting false positives: messages
marked as spam while they are actually not. A value of 5 usually resultsin very few false positives,
while most of the spammail is being filtered out.
Rewrite email subjectsto flag them as spam:

When a message is marked as spam, its subject can be changed by putting a common text in front of
it. Fill in this subject in the field that appears when this option is checked. Due to this common sub-
ject line, auser can easily discover spammail in its mailbox.
Encapsulate spam in an attachment in thereport e-mail:

The original spammessage can be included as an attachment with the report that will be sent to the
recipient. The report includes information on the distributor of the message and the reason for mark-
ing the message as spam.

Useterseversion of the spam report:

Select this option to send just a minor report to the recipient of the spammessage.

Bayes detection system with auto-lear ning mode enabled:

The Bayes selection system is a complex method that nuances the before mentioned score when de-
ciding on the status of each individual message. This is being done by looking at messages that a
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user received in the past and by using a special weighing system to decide on the possibility of a
message being spam. It is advised to activate this setting, since it further decreases the risk of false
positives while spam is recognized better.

Spam filter Real-time Black List (RBL) network check enabled:

With this option enabled the spamfilter checks the sender of a message by using several on-line
blacklists. These databases contain extensive information on networks and mailservers that distrib-
ute spam. As soon as a message originates from such a server points are added to the score of the
message, so that it might be considered spammail.

Restart spamfilter:

When changes have been made to the configuration of the spamfilter, it can be restarted without
having to reboot the EasyGate server. Just check this option and click Save. Note that due to a
changed profile, there will still be a notification that the system must be rebooted in order to activate
the new profile.

6.7.2. Spamfilter whitelist

It is possible to put certain e-mail addresses and domains on a so-called whitelist. By doing this you
prevent mail from trusted descent to be marked as spam, due to a high score.

Figure 6.22.
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Spamfilter enabled:
Always |leave this option checked, unless you want to disable the spamfilter completely.

Spamfilter whitelist enabled:
This option (de)activates the whitelist as described above.

Spamfilter whitelist:

Add e-mail addresses and domains here to make sure that their messages will not be marked as
spam.

Caution:

insert every entry on anew line. A domain must be defined * @domain.com, an e-mail
address must be inserted compl etely.
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Restart spamfilter:
Use this option to restart the spamfilter directly after changes have been made to its configuration.

6.7.3. Spamfilter blacklist

A blacklist worksin the same fashion as a whitelist, but then the other way around. In this case mes-
sages from a certain domain or e-mail address is marked as spam, independent of the score that indi-
vidual messages are awarded.

Figure 6.23.
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Spamfilter enabled:
Always leave this option checked, unless you want to disable the spamfilter completely.

Spamfilter blacklist enabled:
This option (de)activates the blacklist as described above.

Spamfilter blacklist:

Add e-mail addresses and domains here to make sure that their messages will aways be marked as
spam.

Caution:

insert every entry in anew line. A domain must be defined * @domein.com, an e-mail
address must be inserted compl etely.
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6.8. ISDN

6.8.1. ISDN Line Settings

Figure 6.24.

EasyGate Configuration

Language
Ermn=il
- ISOM line settings:
Spam filter Notice: The configuration has be
|5|;.N You must reboot EasyGat
ISON enabled:
ISON Line Settings En=hs &
MSEHN [local phone number ] 91
Dialin Settings
ISON area cade [withaut 03 |71 53|
Dialin / IF Settings
IS0N country code: 44
EmailEal bRk ISOM long distance prefix (0} 0

Dialup Device Shutdown Save |
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ISDN enabled.

This setting activates the connection through the built in ISDN-adapter. (When you have an EasyG-
ate with 2 network cards, but without an ISDN-card, this option should be disabled.)

Note:

ISDN isonly for usein Europe.

MSN (local phone number).

Enter the MSN (see part Il preliminary information) of EasyGate. There are two possibilities how
the entry hasto be:

1. If thereare multiple numbersassigned to your 1 SDN-connection: .
Example: 2003501, 2203502, 2203503
Select one number which isreserved only for EasyGate.
Attention:
Y ou have to enter the number completely in the MSN field
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N

If you have an | SDN-central.

If you have ISDN-central, you have got a telephone number for the central and you are able to
allocate numbers within a specific area (at present ten).

Example.

Central: 220350-0

Telephone numbers. 220350-20 until 220350-30

Attention:

In this case you have to enter only the direct dialing number of the connection to which EasyG-
ate is connected.

Ask your responsible colleague for the MSN of the ISDN-junction to that EasyGate will be connec-
ted.

I SDN area code (without 0): .
Enter your area code without O (zero).

I SDN country code:
Enter the country code (e.g. for Germany: 49).

I SDN long distance prefix (0):
In Europe this normally is zero (0). In the United States and Canada, it is one (1).

6.8.2. Dialin Settings

Figure 6.25.
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Dial-Out number.
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Here you have to enter the number that hasto be dialed in order to reach your provider

» often called PoP

e normally to local tariff

Attention:
Entry: prefix with O plus the subscriber’ s number

Example: 0711338540

1. Select PPP/HDLC Raw IP.

Depending on your Provider you have to select one of these dialup methods. If you do not
know which method you have to select ask your provider.

2. Select CHAP/ PAP authentication.

Depending on your provider you have to select one of these athentification methods. Y our pro-
vider can provide you with the necessary information. CHAP is a safer method then PAP for
authentification, however both methods are being used by multiple providers. T-Online for ex-
ample uses PAP, UUNET in contrast uses CHAP.

3. If you have enabled the PPP protocol.

PPP Dialup account authentication:

Enter the login-name which you have got from your provider.
PPP Dialup account password:

Enter the password that goes along with your login-name.

6.8.3. Dialin / IP Settings

The settings shown here are necessary if you have a dedicated line or a callback connection to your
provider. Otherwise you should not change anything here.

Y ou need afixed IP address from your provider to be able to use this function.

If you have afixed IP address you can open the setting fields by checking the box beside Fixed IP
address and after that Save.

Figure 6.26.
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EasyGate Configuration

Language

E il . i

I Dialin/IP Settings:

Spam filter Notice: The configuration has been chang

|9|:|N

ISEH Line Settings
Dialin Settings

Dialin # IP Settings
Email Callback

Lialup Device Shutdown

Schedule

Fax
O5L ower FPTR

FFPF ower Ethernest

Fixed IP address:

Local IP address:

Remote IF address:

IS0OM Dial connect mode enabled:

ISDH leazed line mode enabled:
Callback enabled:

Callback delay [sec.):

EzasyGate calls back

Prowvider calls back

Oizl-In Mumber [Caller 10):

You must reboot EasyGate to activ

@OI!@@ &

Dislup Cartral L FFPF Dizl-In 2ccount authentification:

FFF Dial-ln accourt password: |

Sane

Metweork

OHCF Serwver
WP H with PFTP

WPHN Connections ! IPsec

Local IP address.
Enter the fixed | P address which you have received from your provider.

Beware:

Thisisadifferent | P address than the one that you have entered in Internal Network.

Remote | P Address.

Here you should enter the IP address of the router of your provider which needs to be called. You
will get this address from your provider.

| SDN Dial-connect mode/ leased line mode:
Select the kind of connection that you have to your provider.

1. ISDN Dial-connect mode:
That is the so-called dialup connection. The connection will only be established when it is ne-

cessary.

2. I1SDN leased line mode:
That is adedicated line to your provider.

Callback enabled.
You can activate/deactivate the callback function here. Make inquiries first with your provider,
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whether he has activated this option for your account.

Callback delay.

When you have activated the callback function, you can indicate here, how long there has to be
waited with the callback. This is measured from the point of time that the provider has given a sig-
nal. A sensible value is between 1 and 10 seconds.

Dial-in number (Caller D).

The caller ID (normally the telephone number) is the number with that the provider logs on to Easy-
Gate. The entry is necessary therewith EasyGate is able to recognise your provider.

Beware:
The number has to be entered in the format: area code without preceding O plus sub-
scriber’s number.

PPP Dial-in account authentification.
Thisisthe name with that the provider logs on to EasyGate.

PPP Dial-in account password.

Enter the accompanying password.
The last two settings are only necessary if the PPP method is used.

6.8.4. Email Callback

This is where you can set the email callback, if your provider activates this service and it is not a
dedicated line.

The number has to be entered in the format: area code without preceding O plus subscriber’s num-
ber.

6.8.5. Dialup Device Shutdown Schedule

See Section 6.12
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6.9. Faxserver

6.9.1. Functioning of the faxserver

With the faxserver on EasyGate it is possible to send and receive faxes from every workstation with-
in the network. This way, incoming faxes can easily and swiftly be sent to the recipient as an Adobe
Acrobat PDF-file. To use the faxserver capabilities, the EasyGate server needs to contain a
Sedlbauer ISDN faxmodem. For more information on adding this device to your system please con-
tact your EasyGate supplier. Sending afax message is very easy: the user hasto install afaxclient of
choice (eg. the freely available WHFC). After this a document can be "printed" to the faxserver. The
use of afaxclient is explained in detail in Section 8.4

Incoming faxes are sent by default to the mailbox fax. Another recipient can be chosen by means of
the menu EasyMail - Forwardings.

6.9.2. Configuring the faxserver

The necessary settings for the faxserver in the configuration screen are explained below.

Figure 6.27.
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Fax enabled:

Check this box to enable the faxserver.

Fax |SDN M SN:

Fill in the MSN number (without 0) which will be used to send and receive fax messages. As soon
asafax call ismadeto this MSN number, EasyGate will accept the incoming connection.
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Fax full phone number:
This number will be attached to every outgoing fax message.

Fax sender ID:

The value filled in here will also accompany an outgoing fax message and will appear on the LCD
screen of the recipient’s fax machine.

Area code (without 0):

Insert the area code (without 0).

Country code:

Insert the country code here, eg. for The Netherlands 31 and for Germany 49.
Long distance prefix (0)::

The prefix that is placed in front of an interlocal number, usually a0.

International long distance prefix:
The prefix that is placed in front of an international number, usually 00.
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6.10. DSL over PPTP

This option is only relevant if your DSL connection uses the PPTP technology. To make sure what
technology your connection uses, please contact your internet access provider.

Figure 6.28.
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Activate DSL over PPTP.
Check this box to activate DSL over PPTP.

| P-address PPTP server.

Thisis the IP address of your DSL modem. Read the documentation of your DSL modem for more
information or ask your service provider.

Login name.

Enter your login name which has been sent to you by the provider.

Password.
Enter the accompanying password.

Continuous connection with redial.

Select this option if you have a “flat-rate” fee internet access. Flat-rate means that you pay a fixed
amount to your provider every month but you do not have any other connectivity costs.

Warning

If this setting is activated your connection is established the whole time. If you do not
have aflat-rate, this can cause high costs.

Automatically disconnect when idle.

Select this option if you want that the connection will be cancelled when there is no activity. That is
sensible if you do not have a flat-rate.
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Time before connection is closed.

Amount of seconds before the connection will be cancelled when there is no activity. (Only appears
when “ Automatically disconnect whenidle” is enabled)

Static | P-address.

Activate this option only if you have got afixed IP from your internet service Provider.

Local | P address.

Here you have to enter the fixed |P address that you have got from your provider. This IPis NOT
the internal 1P address of EasyGate in your network.

External | P address.

Thisis the |P address of the gateway of the provider. You will get this information from your pro-
vider. (This address might change over time, so if you notice that your IPSec connection is not
available anymore, check if this address has changed.)
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6.11. PPP over Ethernet

The PPPoE technology is standard in Germany. To make sure what technology your connection
uses, please contact your internet access provider. The settings described below are only relevant
when your DSL connection uses the PPPoE technology. This technology is used for example by T-
Online for the ordinary DSL access. Some cable-providers use this technol ogy too.

Figure 6.29.
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Check this box to activate PPP over Ethernet on EasyGate.
Then press the Save-button. Figure 6.30 appears

Figure 6.30.
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Login.

Fill in the login-name that you have received from your internet service provider. The login-name
can be composed of three parts. Y ou have to enter them in the correct order.

Password.

Fill in the accompanying password here.

Continuous connection with redial.

Select this option if you have a “flat-rate” fee internet access. Flat-rate means that you pay a fixed
amount to your provider every month but you do not have any other connectivity costs.

Warning

If this setting is activated your connection is established the whole time. If you do not
have aflat-rate, this can cause high costs.

Automatically disconnect when idle.

Select this option if you want that the connection will be cancelled when there is no activity. That is
sensible if you do not have a flat-rate.

Time before connection is closed .

Amount of seconds before the connection will be cancelled when there is no activity. (Only appears
when Automatically disconnect when idleis enabled)

Fixed | P address.

Select this option only if you have got afixed IP address from your provider. The following two set-
tings only appear when this option is activated.

Internet | P-address EasyGate.

Here you have to enter the fixed |P address that you have got from your internet service provider.
DO NOT fill in the internal | P address of EasyGate here. The internal |P addressis not the same.
Internet | P-address provider.

This is the |P-address of the gateway/receiver of the provider. (This address also might change over
time, so if you notice that your |PSec connection is not available anymore, check if this address has
changed.)

Advice:
Consider the Internet dialup break which you can configure in Section 6.12. EasyGate
can not establish a connection during the blocked time.
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6.12. Dialup Control

To access these features navigate to EasyConfig - Dialup control.

Dialup Device Shutdown Schedule.
With the dialup control, you can shutdown the internet connection for defined times and days.

Caution:

If you block a day or a specia timeframe, nobody can access the internet during that
period of time. There is also no mailtransfer during that time.

Figure 6.31.
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EasyCache

"
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Deactivate I nternet Dialup according to schedule.
Check this box to deactivate Internet dialup of EasyGate according to schedule.

Shutdown Internet Connection after (HH:MM).

Fill in the daily time to shut down the internet connection (f.e. 20:00). After that time no internet ac-
cess is possible until the point of time you enter in the following setting.

Permit Internet Connection after (HH:MM).

Fill in the daily time to start the internet connection (f.e. 07:00).

Completely deactivate Internet dialup on Monday-Sunday.
Check the box according to aday to block all access to the internet on that day (f.e. Sunday)
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With the dialup control you are able to shut down the internet access completely.
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6.13. Network

6.13.1. Internal network

This is where the network and 1P addresses of the internal network can be inserted. Note that you
only have to change something hereif you aready use TCP/IP in the network and you want to adapt
EasyGate to this network. Otherwise you should leave the settings as they are, and to let the DHCP-
server dynamically assign |P-addresses. Normally thisis already activated in the related menu item.

Caution:

Make sure that the address range you allow the DHCP-server to choose from (see
Chapter 7) falls within the network that is defined here. A wrong entry can lead to a
non-operating network, so it isimportant to pay attention what you enter here.

Figure 6.32.
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Internal Ethernet port enabled:

This is where you (de)activate the connection to the internal network. Normally this item should be
activated.

Network address:

This is where the base-address of your network should be inserted. Do not fill in a subnet address.
When the internal network is a subnet, then fill in the C-class or B-class network address that lies
above it and add the subnet address to the menu item Name Server - Name server settings - Alternat-
ive Name server network address.

| mportant:

Fill in a network address from one of the private ranges. Don’'t use the 10.0.0.0 A-
class network. Obvioudly it is not allowed to use another A-class network, since the re-
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maining A-class networks are reserved official |P-ranges.

Internal | P-address:
The IP-address that is to be used by EasyGate.

Broadcast address:

The broadcast address of the network. This address should always end on .255 with a C-class net-
work and on .255.255 in case of a B-class network. When an alternative IP-range is being used (eg.
in case of subnetting), there should still be a C-class or B-class broadcast address. The correct
broadcast address can now be added to the menu item Name Server - Name server settings - Altern-
ative Name server network address.

Netmask:

The netmask of the network. It usually ends on .0 with a C-class network and on .0.0 with a B-class
network. However, this is not always true: In case of subnetting there should still be a C-class or B-
class netmask. The correct netmask can now be added to the menu item Name Server - Name server
settings - Alternative Name server network address.

Gateway/default route:
Fill in the gateway here. This can be an internal router, but also aDSL - or cable-modem/router.

Caution:
When using ADSL by KPN (before Mxstream) in The Netherlands, this field MUST
remain empty.

6.13.2. External Network

Here you can enter the |P address of an external network. The connection to an external network is
important in case that there is a cable modem or an alternate router that should be used for the con-
nection to the internet. In this case normally the ISDN connection will not be used for accessing the
Internet, so you can deactivate this option.

This setting will only function if you have an EasyGate with two network-adapters.

Only enter something if you know exactly that it has to be entered herel!! If an already existing
router shall be used for the connection to the internet, activate the connection for the external net-
work. In this case you have to enter the | P address of the external net.

Figure 6.33.
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EasyGate Configuration

Spam filter

OSL ower PRFTE
External netwaark:

FFF owver Ethernet Notice: The configuration has been change

Dizlup Cortrol You must reboot EasyGate to activa
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wPH Connections § IPsec Gateway/default route: 1921681 36.220

EasyCache

External ethernet port enabled.
This setting activates the connection of an external network / external router.

DHCP.
From here you can request an |P address for your EasyGate via an external DHCP-Server.

manually | P settings.
Here you configure the IP address of EasyGate for the external access.

Network address.

Enter the base-address of the external network.

Normally it ends with “0" (zero). (For example: 192.168.1.0)
External |P address.

Enter the external |P address of EasyGate here.

Broadcast address.
Enter the Broadcast address of the external network.

Netmask.
Here you have to enter the netmask of the external network.

Gateway/default route.

If EasyGate is NOT used as Gateway you can enter the IP address of an alternative Gateway here.
So EasyGate will know which connection it has to select to reach the internet.
Otherwise this array will stay empty.

6.13.3. Additional Routing
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Thisiswhere the extra routings can be entered.

These extra routings are only necessary when other networks have to be reached through EasyGate,
because otherwise EasyGate will not identify the other network and so EasyGate will block it.

This is not necessary for VPN-connections that are established with EasyGates. This settings are
only for the usage explained above.

Figure 6.34.
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To enter an additional routing click on the arrow on the left side of the title bar. A new frame ap-
pears (see Figure 6.34). Enter ordinal position and route-parameter (without the command route at
the beginning)

The syntax of the route-entry isthe following:

add -net IP address target network netmask netmask of target network gw IP address gateway to
this network

For example:

To reach the network 172.31.1.0 with netmask 255.255.255.0 through a router with |P-address
172.16.6.200 you enter the following (presuming the EasyGate is on the network 172.16.0.0 with
netmask 255.255.0.0)

add -net 172.31.1.0 netmask 255.255.255.0 gw 172.16.6.200

Remember that the external routers and workstations also have to be configured for this situation.
(That means the routers that make a connection with the EasyGate network from an externa net-
work must have EasyGate configured as the so-called default route.)
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6.14. DHCP server

6.14.1. DHCP Server settings

In this part the dynamic assignment of |P-addresses is configured.

Figure 6.35.
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DHCP Server Enabled:

Here the dynamic assignment of |P-addresses can be (de)activated. This function needs to be deac-
tivated only if all computersin the network have afixed |P-address.

When there is already a DHCP server active in your network, some settings of the EasyGate server
have to be added to its configuration. For DHCP this implies the values for default route/gateway,
internal domain and Name server (if applicable also the WINS server). In this case the EasyGate
DHCP server can safely be disabled.

Caution:

The following settings have to comply with the configuration of the internal network
and with your general network configuration. Incorrect entries can lead to a non-
functioning network.

DHCP IP Pool Start Address:
First IP-address of the pool from which addresses will be assigned dynamically.

DHCP IP Pool End Address:
Last IP-address of the pool from which addresses will be assigned dynamically.

Default Lease Time (HH:MM):
This is the default lease time for a dynamically assigned |P-address. You can leave this setting un-
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altered. Changeit only in specia situations.

Max Lease Time (HH:MM):

Thisisthe maximum lease time of a dynamically assigned | P-address. Y ou can leave this setting un-
altered. Changeit only in specia situations.

6.14.2. Alternate DHCP Name server

In general these settings do not need to be altered. If EasyGate functions as DHCP server and the
clients should use one or more different Name servers, these servers should be inserted here. A max-
imum of 3 alternative | P-addresses of available DHCP- and WINS-servers can be added.
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6.15. VPN with PPTP

Hint

If you have bought the EasyGate Office version, these functions are not available and
the menu points PPTP and IPSec do not appear.

A Virtual Private Network (VPN) is an encrypted connection with other computers and networks es-
tablished over the internet instead of a dedicated line. VPNs use a so-called “tunnelling” system to
send and receive data packages over the internet. EasyGate supports the PPTP protocol
(Point-to-Point-Tunnelling- protocol) of Microsoft ©, a client-server VPN protocol available on all
newer MS Windows versions. With older versions than Windows 95, it might be necessary to up-
date the Microsoft networking drivers (at least to 1.3). With the PPTP-protocol, you can access Win-
dows Networking (SMB) shares over the Internet in a secure fashion, as if your computer were actu-
ally apart of thelocal area network.

6.15.1. Configuration of EasyGate

To open the page with the PPTP configuration options click on VPN with PPTP and then click on
PPTP access in the EasyConfig menu.

Thecurrent EasyGate version providestwo PPTP access configurations:

1. only admin:
only the admin account will be allowed accessto the LAN via PPTP

2. dlusers
all active accounts on the EasyGate are given PPTP access privilege

Figure 6.36.

EasyGate Configuration
Licensing l\/PN with PPTP

Langu=ge

Email
PPTP mcocess:

Sz bllisn Notice: The configuration has been changed.
OSL ower PPTP You must reboot EasyGate to activate t
FPF owver Ethernet WPN-Access [PPTR) active

Dizlup Cortrol enly admin

CeH

all users

Metwork

dynamic |P-Addresses [synt=:x a.b.c.d-Dh 92.168.10.100-105 |

OHCF 5
— eerer use present M5-DNE
¥PHN with PPTP IP-Address of MS-DNS-Server |192.1EB.1D.1 |
PPTP access use present MS-WING
VPN Connections ¢ IPsec IP-Address of MS-WINS-Server |1 92.168.10.1 |
Eiresl u=ze War kgroupfDomain

‘Wor kgroupfDomain |nh |
EasyCache

Save
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Dynamic | P addr esses.

Thisiswhere the number of simultaneous PPTP connections can be configured.

Simply enter an |P address range corresponding to the number of simultaneous PPTP connections
you wish to alow. The example (above) allows a range of six addresses, from 210 to 215, inclusive.
The syntax of this field must correspond to the example given above.

Attention:
The IP range being used for PPTP must not overlap with the range being used by the

DHCP server on EasyGate!

Use present MS-DNS

Here you can enter the I P address of an existing
MS-DNS server. Thisis not absolutely neces-
sary for VPN functionality.

Use present MS-WINS

Here you can enter the I P address of an existing
MS-WINS server. Thisis not absolutely neces-
sary for VPN functionality.

Use Workgroup/ Domain

Here you can enter an existing MS workgroup or
domain name. Thisis absolutely necessary for
VPN functionality.

6.15.2. Configuration of the Windows client PC

Click on Sart. Then select settings and after that control panel. Then select Network and Dial-up
Connections and create a new connection by a double click on the symbol.

Figure 6.37.

% Network and Dial-up Connections

J File Edit ‘Wiew Favorites Toaols  ads
J s Back + = - | ‘Chsearch  [YFo

J address I Metwork and Dial-up Connections

=
—E 1
=" L4

fMake New | Local Area
ECDnnecl:in:unj Conneckion

|2 object(s)

Hereby you create a new connection.
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Figure 6.38.

Metwork Connection Yfizard

Metwork Connection Type

'ou can chooze the type of network, connection you want to create, bazed on

your netwark, configuration and wour netwaorking needs.

&)

" Dial-up to private network
Connect using my phone line [modem ar ISCM].

" Dial-up to the Internet

Connect to the Intermet wzing my phone ling [modem or 1S0OR].

¢ Connect to a private network through the Internet

Create a “irtual Frivate Netwaork, [YPM] connection or tunnel’ through the Internet,

" Accept incoming connections

Let ather computers connect to ming by phone line, the Intemet, or direct cable.

" Connect directly to another computer
Eonnect using miy zeral, parallel, orinfrared port,

< Back

Hewst =

Cancel

Here you have to select Connect to a private network through the Internet.

Figure 6.39.
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Metwork Connection Yizard

Destination Address
What iz the name or address of the destination?

Type the host name or IF addreszs of the computer or netwark. bo which pou are
connecting.

Hozt name or [P address [such as microsaft.com or 123.45.6. 78]

< Back Mext = Cancel

Here you can either enter the fixed |P address or the host name of EasyGate which you have got
from your provider.

Figure 6.40.
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Metwork Connection YWizard

Connection Availahility
You may make the new connection available toall users, or just yourself,

'au may make this conhection available to all uzers, or keep it anly for your own uze. &
connection stored in your prafile will not be available unlesz pou are logged on.

Create thiz connechion:

" Far all users

& Only for myself

< Back M et = Cancel

Here you are able to alow the connection for all users or only for you as Administartor.

Figure 6.41.

Network Connection Wizard

Completing the Network
Connection Wizard

Type the name you want to uge far thiz connection:

To create this connection and zave it in the
Metwork and Dial-up Connectionz folder, chck
Finizh.

To edit thiz connection in the Metwork, and Dial-up
Connections folder, select it, click File, and then click
Froperties.

[ Add a shorteut bo my desktop

< Back Finizh Cancel
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Enter a suitable name for the connection and click on Finish.
Now the configuration is complete. With a double click on the connection you are able to connect
with EasyGate.

Figure 6.42.

Connect Yirtual Private Conneckion

Uzer name: -Eldrl'l"'

Pazsword: I

[T Save Pazsword

Connect Cancel | Froperties Help

Because of security reasonsit is not recommended to save the password. Do not activate this option.
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6.16. VPN Connections / IPsec

Attention

If you have got the version “ EasyGate office”, these functions are not available and the
menu points,, PPTP* and ,, IPSec* do not appear.

A Virtual Private Network (VPN) is an encrypted connection with other computers and networks es-
tablished over the internet instead of a dedicated line. VPNs use a so-called “tunnelling” system to
send and receive data packages over the internet.

EasyGate implements the open |PSec (Internet Protocol Security) standard, which is the basis of all
server-to-server VPN-connections. This enables you to set up a secure connection between two
EasyGates located in geographically unique locations, as long as the two systems have fix IP ad-
dresses (e.g. between two company locations).

Figure 6.43.

EasyGate Configuration

(= wVPN Connections !/ IPsec

DSL ower PPTR
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WPN-IPSec Donnection 1 active

DOHCP Serwer

VPN with EETP Connection Name

internal network on partner's side

WPH Conmections ! IPsec

internal netmask on partner's side

WEN - Connection 1
local internet ip-address on partner's side

VPN - Connection 2

external internst ip-address on partner's side

WPH- Connection 3 shared secret

WPH - Connection & Dwerwrite Defaults D

Firexwall Save

6.16.1. Configuration

Select VPN-Connection 1 to create a new VPN connection. Maximum there are 4 VPN connections
with EasyGate. It is very important to be careful when you enter 1P and network information.

Setting up an IPSec connection between two EasyGates is conceptually the same as establishing a
WAN (Wide Area Network) connection between two LANSs by using a pair of routers. Therefore,
the range of 1P addresses used by each site must be different. In many cases the address range at one
of the sites will need to be changed before a VPN session can be established. The VPN connection
needs to be configured at both sites. On each site you have to make VPN settings, which means that
you set-up a connection to the network of the other site.

Connection name.
Here you have to set a sensible name for the VPN connection.
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Tip:
We recommend to use the same name for one VPN connection at both sites.

Example: Portland-Plochingen VPN connection

Internal network on partner’sside.
Here you have to enter the base-address of the network on the other site.

Internal netmask on partner’sside.
Here you have to enter the netmask of the network on the other site.

Local internet | P address on partner’sside.

The static Internet 1P address of the VPN server (resp. EasyGate) on the other site. (It is the local
fixed P address that you have got from your provider.)

External internet IP addresson partner’sside.

The remote IP address on the other site. It is the IP address of the provider (i.e. the gateway) at on
the other site.

Shared secret.

Thisis a character string key that has to be known at both ends of the connection. Use a string of at
least 80 characters (use numbers, symbols, and both upper- and lowercase). Do not use logical
names and words. The easiest way to generate the shared secret is to press 80 keys at random (use
the Shift-key every now and then) and copy-paste this string into the appropriate field.

6.16.2. Authentication

The protocol that EasyGate uses to establish connections between VPN gateways uses a kind of au-
thentication. That means that the VPN server has to know to which server it is talking to before it
can create a secure connection.

Figure 6.44.
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Overwrite defaults.

Check this box to further customize the VPN settings. These additional fields do not show up until
you have clicked the Save-button and the page has refreshed. Usually these extra settings are not
needed. Do not change anything unless you know exactly what to do.

Authentification ESP encrypted (default).
This implies that the authentication is done according to the ESP encryption. (The encryption is
done before the authentication.) This isthe default setting.

Authentification AH Protocol.
Click hereto |et the authentication be done according to the AH protocaol.

Keylife (default: 8h).

How long a particular set of SAs (keys) should be used, from successful negotiation to expiry; ac-
ceptable values are an integer optionally followed by s (atime in seconds) or a decima number fol-
lowed by m, h, or d (atime in minutes, hours, or days respectively) (default 8.0h, maximum 24h).

Rekey margin (default: 9m).

How long, before key expiration, the system should start to negotiate the new key; acceptable values
asfor keylife (default 9m).

Rekey Fuzz (default: 100%).

The maximum percentage by which rekey margin should be randomly increased to randomize
rekeying intervals (important for hosts with many connections); acceptable values are an integer,
which may exceed 100, followed by a“%”. The default is set according to the 1PSec pluto (8) pro-
tocol, currently 100%. The value of rekey margin, after this random increase, must not exceed
keylife. The value 0% will suppress time randomization.

Max. keying attempts (default: 3) O=never give up.

This is the maximum number of attempts that is to be made, while trying to make or replace a con-
nection, before quitting.

Important note:
The connection settings of a VPN connection must be configured simultaneously on

both sides of the connection. Otherwise, a boot time, 1PSec will make twenty
40-second attempts to establish the connection (this is approximately 12 minutes) be-
fore giving up and continuing in the boot process. If this behavior occurs, it means that
your EasyGate is configured absolutely correct; this is simply the default behavior of
the IPSec service.
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6.17. Firewall

The firewall protects you against external access to your data

The integrated firewall blocks the access from the internet to the internal LAN. All TCP/IP ports
will be blocked. This way nobody can access services running on EasyGate or on computers behind
the firewall.

For better use of your EasyGate you may open some ports to allow the access to internal services. In
that case you have to take care that the open services work in a secure way. Thisistypically done by
installing always the latest version of the service and all related security fixes.

By default, al ports are blocked by the firewall.

Figure 6.45.

asyGate Configuration

Firewall

Internet Firewall Por Security

Intermet Firewall Port Security:

£5H Podt Notice: The configurat
SMTP Paort You must rebo
HTTF Port Block all Services/Ports against Internet side access @

Ernable ServicesiPorts for Intermet side access {:} .
POPZ Port

Save

IhAF Fort
HTTFS Fort
SMTFPS Port
IMAFS Fort
POP3S Paort
FFTF Fort

Block all Services/Ports against Internet side access.
When this option is activated every access from the internet to your LAN is blocked.

Enable Services/Portsfor Internet side access.

When you activate this button and press “save’, you are able to open the firewall for some ports
with services behind the ports.

Figure 6.46.
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EasyGate Configuration
Firewall
Internet Firewall Port Security
S5H Port:
SRR Notice: The configur:
SMTP Port You must reb
HTTF Port Open S5H [Port 22)for Internet side access [for Management Services)
= i
POPS Port for unrestricted World access D
-= faor restricted acocess @
IMAP Port
-= = fram [i.e. 195354 4 0024 312124 0.00E)
HTTPS Part
- Save
SMTPS Port
IMAFPS Pard
POP3S Port
FRTF FPaort
SSH Port.

By activating the checkbox you open port 22 for SSH (secure shell) access over the internet. You
either can allow everybody to use this port, or you restrict the access to one or more | P addresses.

I mportant:

The SSH port has to be open, if you want any kind of external help from the N&H
Network Operating Center or any other Service Provider. SSH itself is a secure service
which uses encryption and password authentication to block use without permission.

SMTP Port.

By activating the checkbox you open port 25 for SMTP (simple mail transfer protocol) access over
the internet. You either can alow everybody to use this port, or you restrict the access to one or
more | P addresses.

Important:

The SMTP port should stay closed. Open it only , if you have a fixed IP and your Pro-
vider sends you mail by SMTP. In that case the mail relay from the outside to outside
addresses is blocked anyway. This prevents that other people use your EasyGate for
SPAM mail.

HTTP Port.

By activating the checkbox you open port 80 for HTTP access over the internet. You either can a-
low everybody to use this port, or you restrict the access to one or more | P addresses.

I mportant:

This port has to be open if you host your own website on EasyGate and want other
people to accessiit.

POP3 Port.
By activating the checkbox you open port 110 for POP3 access over the internet. You either can a-
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low everybody to use this port, or you restrict the access to one or more | P addresses.

Important:

The POP3 port should stay closed. Y ou only need to open it if you want to check mails
from a notebook for example over the internet. Opening this port is a security risk. It is
more secure to make a PPTP tunnel connection over the internet to your internal LAN
and then get the mails viainternal POP3.

IMAP Port.

By activating the checkbox you open port 143 for IMAP access over the internet. Y ou either can al-
low everybody to use this port, or you restrict the access to one or more | P addresses.

I mpor tant:
The IMAP port should stay closed. You only need to open it if you want to check

mails from for example a notebook over the internet. Opening this port is a security
risk. It is more secure to make a PPTP tunnel connection over the internet to your in-
ternal LAN and then get the mails viainternal IMAP..

HTTPS Port.

By activating the checkbox you open port 443 for HTTPS access over the internet. You either can
allow everybody to use this port, or you restrict the access to one or more | P addresses.

I mportant:
The HTTPS port has to be open, if you want any kind of external help from the N&H

Network Operating Center or any other Service Provider. HTTPS itself uses encryp-
tion and password authentication to block use without permission.

SMTPS Port.

By activating the checkbox you open port 465 for SMTPS access over the internet. You either can
allow everybody to use this port, or you restrict the access to one or more |P addresses.

I mportant:

The SMTPS port has to be open, if you want any kind of external help from the N&H
Network Operating Center or any other Service Provider. SMTPS itself uses encryp-
tion to block use without permission.

IMAPS Port.

By activating the checkbox you open port 993 for IMAPS access over the internet. You either can
allow everybody to use this port, or you restrict the access to one or more |P addresses.

I mpor tant:
The IMAPS port has to be open, if you want any kind of external help from the N&H

Network Operating Center or any other Service Provider. IMAPS itself uses encryp-
tion to block use without permission.

POP3S Port.

By activating the checkbox you open port 995 for POP3S access over the internet. Y ou either can al-
low everybody to use this port, or you restrict the access to one or more | P addresses.
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I mpor tant:
The POP3S port has to be open, if you want any kind of externa help from the N&H

Network Operating Center or any other Service Provider. POP3S itself uses encryption
to block use without permission.

PPTP Port.

By activating the checkbox you open port 1723 for PPTP access over the internet. Y ou either can al-
low everybody to use this port, or you restrict the access to one or more | P addresses.

I mportant:

The PPTP port has to be open, if you want to access EasyGate from a PC or notebook
over the internet over PPTP. See also the chapter about PPTP connections.
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6.18.1.

EasyGate configuration

EasyCache

There are several methods available that enable the administrator to restrict or block internet access.
This can be accomplished based on time restriction (employees are allowed to use to internet for up
to a certain amount hours/minutes) and/or based on the characteristics of websites. In the table be-
low the possible configurations are displayed and explained.

Caution:

In order to use the extensive functions of the content filter one needs to have an Easy-
Gate Blacklist subscription. Please contact your EasyGate supplier for more informa-
tion.

Status Authentication Status Content Filter Consequencesfor the users

Authentication OFF Content Filter OFF Everyone can browse the web
and use Internet services (telnet,
ftp, ping, etc.) without restric-
tions

Authentication ON Content Filter OFF Internet access (browsing and
other services) isonly possible
when users are logged on / au-
thenticated

Authentication OFF Content Filter ON When visiting webpages
through the proxy the content
filter isused. Other Internet ser-
vices (telnet, ftp, ping, etc.) are
accessible to all users

Authentication ON Content Filter ON When users browse the internet
through the proxy, the content
filter is applicable. Other ser-
vices (telnet, ftp, ping, etc.) are
only possible when users are
logged on / authenticated. Be-
war e: the log-on system is not

applicable for browsing

Tip:

Within the EasyCache settings port 80 can be blocked to force workstations to browse
the internet through the proxyserver. Within the content filter IP addresses can be
entered to which no filters will be applied.

EasyCache Settings

Here the EasyCache function can be configured.

Figure 6.47.
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EasyGate Configuration
WPN Connections / IPsec Eastanhe

Firevall

EasLache EzsyCache Settings:

E

Notice: The configuration has been changed.
You must rehoot EasyGate to activate the
Proxy Serwer Enabled:

Froxy content filter setup

Blodked/Permitted file suffixes

Access for all users to content filtered proxy enabled D
Blodied MIME file content twp

Firewesll/NAT Enablad:

strict blocking texd content
Praxy User Athertification Disabled:
analysis

ieighted phrase list content

Alternate Internal Network Address

Alternzte Internal Hetrask

analysis

Additionally blocked sites (bla Filtered Parts (for NAT]: Port - Name - Comment

list D 1-rtmp - Routing Table Maintenance Protocol
Unfiltered site list fwhite list) O 2 -nbp - Hame Binding Frotocol

Unfiltered client wokstations D 4 - echo - AppleTalk Echo Protocal

D E - zip - Zone Information Protocol
Easyhieb

D T -echo -
Mame Serwver
D 9-discard -
Alternzte EasyGate Name D 11 - systat
Servers
D 13 - daytirne -
ra -
5] NEUBERGER & HUGH 15 - netstat -

Proxy Server Enabled.

This is where the proxy-server is activated. When deactivated it is no longer possible to connect to
webpages through the proxy server. In general the proxy server should be activated.

Accessfor all usersto content filtered proxy enabled.

Here the content filter can be (de)activated. When the filter is disabled, user can visit websites
without any content restrictions.

Firewal/INAT enabled.

Here the firewall can be (de)activated. Make sure that the firewall is always activated. If not, your
network is no longer protected against network attacks from outside.

Proxy User Authentication Disabled.

This is where you can (de)activate the Internet access log-on procedure. The EasyCache settings for
controlled Internet accessin EasyGate are only effective once user authentication is activated here.
Alternate Internal Network Address/ Netmask.

These settings are only relevant in very special situations.

If thereisaclass C network set up in the Internal network section, then here you can enter an above-
lying class B network. This could be necessary in case of a WAN. Do not forget to fill in the net-
mask as well.

Filtered Ports (for NAT).

This is where you can block several Internet-services from inside to the outside world. Only use
this when you are familiar with the functioning and excluding of port numbers. You disconnect a
port by checking the port in question. Next to every port-number is the Internet-service, which is as-
sociated with that port. Beware that after making changes you click the Save-button! By default the
NetBIOS-ports 137, 138 and 139 are closed.
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6.18.2. Proxy content filter setup

Here the functions of the content filter can be configured.

Figure 6.48.
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Proxy Server Enabled:

Blocked/Permitted file suffixe:
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Blodied MIME file content typ

EBlock all sites with URLs that use IP addresses l:l
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Elacklist subscription licence key

analysis

Additionally blogked sites (bla Block advertisement sites

list Block aggressive sites

Unfiltered site list (mhite list) BElock audio and video distribution sites

Unfiltered client wotstations Block drug related sites

Elozk gambling sites
Ezsyihizb

Block hacker sites

Name Serwer
Elock mailfvebmail sites

Alternzte EasyGate Name

Elock parnographic sites
Serwvers

o]
b MEUBERGER & HUGH &

Block proxy sites

Elock wiolent sites

A short overview of the settingsis given below.

Block URL S swith | P-addr esses.
Websites with | P-addresses in the URL are not accessible.

Block all sites except the Allowed websites (whitelist) .
Websites that are not in the Whitelist are not accessible.

Blacklist service active.

When you have an EasyGate Blacklist subscription this function should be activated to be sure that
access to websites that are on the Blacklist is not possible. Please contact your EasyGate supplier for
more information.

Beware:

The options mentioned below are only applicable when the Blacklist service is activ-
ated.

Blacklist subscription licence key.
If the Blacklist service is used, please enter the licence key here.
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Block advertisements.
Check this box when advertisements have to be blocked.

Block aggressive sites.
Block sites that contain aggressive or racist texts and/or images.

Block audio and video distribution sites.
Block sites that offer audio- and videomaterial, like mp3, avi and mpg files.

Block drugs-related sites.
Block sites that contain drugs-related information.

Block gambling sites.
Block sites offering on-line gambling games.

Block hacking sites.
Block sites that contain hacker-related information.

Block mail sites(BEWARE: thiswill block a.0. Hotmail!).
Block sites that offer e-mailservices, like hotmail, freemail, etc.

Block pornographic sites.
Block sites that contain pornographic material

Block proxy sites.

Block websites that allow access to proxy services which can be used to evade the EasyGate content
filter.

Block violent sites.
Block sites that contain violent images and/or text.

Block Warez/Sharing sites.
Block sites that offer warez (illegal software, games, etc.)

Restart proxy content filter .
Restart the content filter after changes have been made to its configuration.

6.18.3. Blocked/Permitted file suffixes

It is possible to explicitly block or allow files with certain extensions. By blocking an extension, it is
no longer possible to download such files from awebsite.

Figure 6.49.
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EasyGate Configuration

WPHN Connections / IPsec s Easycanhe

Firevwsall
'EEEECED_"'E Notice: The configura
EasyCache Settings You must reho

. Default list of blocked executable file suffixes enabled
Froxy content filter setup

Additionally blocked file suffixes list

[one entry per line)
Blocked MIME file content types

strict blocking text content

analysis
Weighted phrase list content

analysis
Additionally blocked sites (black

list

Unfiltered site list (white list)

Executable file suffixes that should NOT be blocked

Unfiltered client wodestations [one entry per ling)

Ezsyiizb

Narme Serwver

Standard list with blocked executable file extensions active.

Check this option to block a selection of frequently used file extensions. The list contains extensions
that are often infected with viruses (like .exe, .com, .vbs, .zip) or that consume a large amount of
bandwidth (.mp3, .avi, etc.).

Additional file extensionsto be blocked.

Enter file extensions that, besides the standard list, should not be accessible to users.

File extensions that should NOT be blocked.
Additional extensions can be entered here that are explicitly allowed to be downloaded.

6.18.4. Blocked MIME file content types

Besides on file extensions it is also possible to filter on MIME-types, the “file encoding” which is
attached to every file onceit is transferred through the Internet. Thisis useful for prohibiting pop-up
windows from attempting to install applications on a workstation. The MIME-types that have to be
blocked can be entered here. Note that each type hasto start on anew line.

Figure 6.50.
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EasyGate Configuration

VPN Connections / IPsec A Easvcanhe

Firewall

Easytache Blocked MIME file content types:

EasyCache Settings Notice: The configuration has been chang:
Frowy content filter setup You must reboot EasyGate to activi

Blocked MIME file cortent types list enabled
Blocked/Fermitted file suffixes

Blocked MIME file content types list
Blocked MIME file content types

[one ertry per line, i.e. imagejpeg)
strict blocking text content

analysis
Wreighted phrase list content

analysis
Additionally bloded sites (black

list

Unfiltered site list dwhite list)

Unfiltered client wodstations

6.18.5. strict blocking text content analysis

It is possible to block websites with certain contents directly. When aterm from one of the selected
categories is mentioned on a webpage, the site is not available to users. The word lists that are used
for the text-analysis are also part of the Blacklist service and are continuously updated.

Figure 6.51.
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6.18.6. Weighted phrase list content analysis

It is possible to block websites with certain contents based on a weighted analysis. When a certain
amount of terms (varying in weight) is mentioned on a webpage, de page will not be displayed. It is
possible to choose from a collection of terms and next to that it is possible that positive elements on
awebpage improve its negative score.

Figure 6.52.
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6.18.7. Additionally blocked sites (black list)

The content filter can check whether the to be visited website is registered in a so-called Blacklist; a
system in which a large amount of websites with dubious contents is listed and which is continu-
ously updated. The contents is categorized according to the settings that can be made in the Setting
up the content filter menu. To use the Blacklist, one needs to be subscribed to the EasyGate Black-
list service. Please contact your EasyGate supplier for more information.

Figure 6.53.
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EasyGate Configuration
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6.18.8. Unfiltered site list (white list)

Besides the Blacklist with forbidden websites it is also possible to explicitly allow certain websites
to be displayed, even when these sites belong to the Blacklist. Enter the domains here, beware that
you put each domain on anew line and that thereis no http:// in front of it.

Figure 6.54.
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6.18.9. Unfiltered client workstations

Here internal |P addresses can be listed of workstations that should not be restricted by the content
filter while browsing the internet. Each IP-address should be entered on a blank line. It is dso im-
portant to note that these workstations have a fixed IP address. If not, the workstation will not be
filtered once the | P address has changed.

Figure 6.55.
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6.19. EasyWeb

Thisis the web server of EasyGate. With EasyGate you are able to save data on your server and ac-
cess this data from your client PCs in the EasyGate network (Intranet)

6.19.1. EasyWeb Settings

Figure 6.56.
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- SEasyWeb
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Ez=ywieb Settings:

PPF ower Ethernet Notice: The configuration has been
Dislup Control You must reboot EasyGate t
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File Server {:}

VPN with PPTP
Save
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Firewwall

EasyCache

E asyilie b Win d aves Metwak

Easyiieb AppleTalk Netwark

EasyWeb services enabled.

This setting (de)activates the web services of your EasyGate. When this is deactivated, the web
server is switched off and you will not be able to work with any websites on your EasyGate. This
will also disable access to any existing Intranet site on your EasyGate. Also EasyGate can not be
used asfile server.

6.19.2. EasyWeb Windows Network

Here you can activate the Windows network services of EasyWeb.

Figure 6.57.
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EasyGate Configuration
- A
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YWPH Connections / IPsec
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EasyCache

n Easyeb

Easyilieb Settings
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Attention:

To make use of the Windows network services, the users of EasyWeb need to login to
the Window’s network (at system start-up) with their EasyGate username and pass-
word (e.g. bill with the corresponding password if the user’s address on EasyGate were
bill @your Company.com).

Otherwise the file sharing that allows website access from Windows can not take
place.

Windows Network Service Enabled.

If checked off, the access from Windows PC’s to EasyWeb files and EasyWeb foldersis possible (if
access is granted to the user).

After that e.g. you are able to assign certain Mappings on network-drive letters to the different web-
sites by means of the Internet Explorer.

Windows WINS enabled.

When you have activated this function, the Windows Internet Name Server (WINYS) is activated.
This is necessary if no other WINS server is active in the network, and you want to use the Easy-
Web Windows network services. By default, this function is activated.

Windows wor kgroup / domain.

Here, the workgroup name of the Windows NT/95/98 network has to be entered (defined in the Net-
work neighborhood properties). This could be a Windows 95/98 workgroup or a Windows NT do-
main.
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6.19.3. EasyWeb AppleTalk Network

Thisiswhere the EasyWeb functions for the AppleTalk network services can be adjusted.

Figure 6.58.
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EzsyCache

Easyiieb

Easmifeb Settings
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Attention
In order to use the coupling of the AppleTalk network services, the users of EasyWeb

need to login to the AppleTak with their EasyGate username and password.

AppleTalk network enabled.
This activates the AppleTak network.

Network address.
Here you have to enter the network address of the AppleTak network.

AppleTalk address.

Thisisthe AppleTak address of EasyGate in the AppleTak network. Thisis not the same as the IP
address.

AppleTalk Zone.
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Here the specific AppleTalk zone-description has to be entered.
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6.20. Name Server

6.20.1. Name server settings

Here the settings for the integrated Name server on EasyGate can be defined.

Figure 6.59.
E G t 6 0 EG1-IMAPSYNC-DE |:
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Easyweb Save
HNarne Server
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Additional EasyEate Host Nar
Aliazes
Additional name server host
entries

Internal host name:

Define the internal hostname of EasyGate here. By default it is set to easygate. Normally you do not
have to change this value.

Internal domain:

The internal domain suffix must be filled in here. When there is not yet an internal domain suffix in
use, it is advised not to change this value.

In case of Apple users the suffix must include a . (dot), eg. local.intranet. This is the domain suffix
that, in case of fixed |P-addresses, must be inserted in the DNS searchlist of the workstations. By
default it is set to local.intranet.

Alternative Name server network address:

In special cases you can enter an alternative network address here. This could be necessary in case
of a WAN configuration. The result is that EasyGate will build a Name server for the network
defined here instead of for the network defined at Internal network. This way, one can make sure
that a B-class network Name server is being built, while a C-class network has been configured.

Name server forwarder 1,2,3:
When this function is activated, up to three IP-addresses of other name servers can be included,

93



6.20.2.

6.20.3.

EasyGate configuration

which will be queried respectively. Usually the name servers of the ISP are filled in here. At least 2
| P-addresses have to befilled in, which have been supplied to you by your provider.

EasyGate hostnames

It is possible to define additional hostnames for the EasyGate server. A new hostname can be added
by clicking the arrow pointing downwards to the |eft of the item header, an existing hostname can be
changed or deleted by clicking the arrow to the left of the hostname in question.

Figure 6.60.
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Firewall Additional EasyGate host name alizsexchangedlinu:
EasyCache
mail
Easyiiveb

Additional EasyGate host name alizs:mail

Name Serwver

Name semer settings
‘dditional EasyGate Host Har

Aliazes

Manual name server entries

Here you can assign hostnames to specific |P-addresses, eg. for servers that are located within the
network. Thisway there is no need to update the host table on every workstation.

Figure 6.61.
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kel
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6.21. Alternative Name servers

It is possible to add additional name servers here, which will be consulted by echangedlinux. Please
be aware of the fact that these servers must also be capable of converting internet hostnames. If ne-

cessary, also add the accompanying domain suffix.

Figure 6.62.
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Save

Caution

When a Name server isfilled in here, the |P-address of EasyGate MUST be added to it
aswell, otherwise the internal hostname lookups will not function properly.
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6.22. System actions

Figure 6.63.
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6.22.1. Shutdown / reboot system

Use this menu to shutdown or reboot the EasyGate server.

6.22.2. Mail control

With these controls the server can be forced to send or receive Email.
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7.1. Operating instructions

7.1.1. Layout of the screen

The window that appears after you have logged on to EasyGate consists of three parts.

On the left the menu is visible, where you can select menu items by clicking on them with a mouse-
click. In the upper right hand corner the title bar can be seen, where the name of the selected menu
item appears. Beneath the title bar is the main window, in which relevant information from the se-
lected menu item is displayed.

Figure 7.1.

EG1- TMAPS TNC—-DE
EﬂsyGate 6.0 easygate 6.0.81 (Build
Easytiai

P assmords easygate Admin [admin@imapsync.de]

Aliases M=ilbox 10 admin
Fonuardings User Name: easygate Admin
Addresses

Hans-Peter Stradinger [hpsi@imapsync. de)

7.1.2. Navigating through the menu

When you choose a menu item that contains sub-menus, the sub-menus will unfold. You can also
see the sub-menus by clicking the down-pointing triangle next to a given menu item.

Figure 7.2.
EG1-IMAPSVINC-DE
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System actions Mailbas: 10 hps
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7.1.3. Adding new items

With most of the menu items and sub-menus it is possible to add new items (mailboxes, alias-
addresses, external addresses, etc.). Whether this is possible for a given sub-menu is shown on the
title bar. When there is a down-pointing arrow on the left side of the title bar, it is possible to add a
new item to the list with a mouseclick on this arrow.

Figure 7.3.

EasyGate 6.0 EG1- IMAPSYNC-DE

egaaygate 6.0.581 (Build 728

Exsyhail Mailboxes

hiailbaxes
Fazamards Add Hew Mailbas
Aliases Mailbos: 10:
Fomvardings Mailbox owner:
Passwiord:
Addreszes
Repeat Password:
EasyLache

When the necessary data has been provided, click the Save button. As soon as an invalid entry has
been made or an obligatory field has been left empty, you are informed of this by means of an error
message and ared italic text which is displayed on top of the menu item. Depending on the field, an
indication of what went wrong is also included.

7.1.4. Editing items

With many sub-menus it is possible to edit the properties of an item after inserting the data for the
first time. For example, it is possible to change the name of a mailbox owner, a password, etc. To
edit an item, you click on the arrow pointing to the right, which is next to the item’s name in the list
view. A window with the item properties will then be opened and you can change one or more of
them. After the changes have been made, click the Save button. Now your changes are saved and
you are automatically returned to the previous list view. If a mistake has been made, an error mes-
sage will pop up. To cancel the editing process, click on the arrow pointing to the left.

Figure 7.4.
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EG1-THAFPSYNC-DE
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EasyCache

7.1.5. Removing items

To delete an item, open it by clicking the arrow in front of it. Now click the delete symbol: the cross
on the right of the title bar. Now the removal of the specific item must be confirmed.

Figure 7.5.
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7.2. Managing the e-mail functions

7.2.1. Introduction

In this chapter it is described how the EasyGate e-mail functions are managed. The way in which in-
dividual users can change their mailbox settings is being explained in Section 7.5: Functions for the
user. Most of the EasyGate management functions can only be performed as administrator
(username admin). All email functions are explained in detail in the following paragraphs.

7.2.2. Mailboxes

Adding new users

To add new mailboxes, log in as admin and select the menu item Mailboxes. Then click on the ar-
row next to the word Mailboxes on the title bar, after which an empty form appears (Figure 7.6). Fill
in the empty fields, consult the form below for an explanation of the possibilities.

Figure 7.6.

EasyGate 6.0

EG1-TMAPSYNC-DE

easygate 6.0.581 (Build 7935)

Mailboxes

user logs onto his e-mail applic-
ation. Thisisalso the address at
which the user will receive e-
mail. Normally thisisthe user’s
surname or initials.

Ezsyhdzil
i ailb oxes
P asawords Add Hew hailbos
Aligses M=ilboz: 10:
FomEnlass Mailbox ovmer:
Fas=swiord:
Addresses
Repest Password:
EzsyCache
sasicacts
Field name Contents Remarks
Mailbox ID Thisisthe name with which the |Fill in the text that isin front of

the @-sign. It should contain at
most 16 characters and must be
made up of alphanumeric sym-
bols only.

Mailbox owner

The full name/ description of
the mailbox owner.

It isalowed to use spaces and
other symbols here.

Password

Mailbox access password. This
isalso used for the e-mail ap-
plication.

The entered datais displayed in
asterix’ s for security reasons.
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Field name

Contents

Remarks

Repeat password To prevent mistakes, the pass-

word has to be entered twice.

Editing mailboxes

To edit a mailbox, click the arrow button to the left of the mailbox that is to be changed. Sub-
sequently the settings of this mailbox are being displayed and can be edited. See the table on the
previous page for an explanation of the different fields.

Figure 7.7.
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EasyGate 6.0
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D

Caution:

The mailbox 1D cannot be changed afterwards!

7.2.3. Passwords

Figure 7.8.
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EasyGate 6.0 EG1-ITMLPSYHC-DE

easygate 6.0.51 (Build 798)

Easyhsil Mailboxes

higilboxes

PEEETR Mailboxes Passwords Forwardings

Aleee Edit Fasanord: easygate Admin

Fonwardings M=ilboz: 1O: admin

Addressas Mailbox owmer: easygate Admin
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EasyCache
Repeat Password:

Ezsyieb
Save

To change the password of a mailbox, go to the menu item Passwor ds and click on the arrow to the
left of the mailbox in question. In the screen that appears the new password must be filled in twice.
Note that passwords should contain at least one number and one character in capital letters.

7.2.4. Aliases

Adding a new alias address

An aliasis an address that refers to a given mailbox. The advantage of such an addressis that it can
be longer than 16 characters and may include non-alphanumerical characters, which are not allowed

inmailbox-ID’ssuch as"." and"_". Thisway, it is possible to use an e-mail address like:
name.sur name@company.com

This dlias then refers to the mailbox that has eg. the user’s surname or the initialsasits ID.
To create a new dlias, one needs to log-in as admin, browse to the menu point Mailboxes - Aliases

and click on the arrow on the left of the title bar (Figure 7.9). Now an empty form appears. Use the
following guidelines when filling in the required data.

Figure 7.9.
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Field name

Contents

Remarks

Alias

Thisisthe diasthat can be used
to send and receive e-mail.

Only fill in the part in front of
the @-sign

Alias for mailbox

All the available mailboxes are
listed here (so no other aliases)
with a checkbox in front.

By default only one mailbox
can be selected. Selecting a
mailbox is obligatory.

Editing aliases

Within the menu item Aliases, one can select an aliasin order to edit it. The alias itself cannot be re-
named, but the mailbox to which it refers can. By clicking on the cross on the right of the title bar,

the alias will be removed.

Figure 7.10.
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7.2.5. Forwardings

This menu item (Figure 7.11) combines several functionalities:

e incoming mail for a certain user will be forwarded automatically to another mailbox
» incoming mail for a certain user will be distributed automatically to several other mailboxes

» set up an autoresponder

Figure 7.11.
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The first functionality, mail forwarding, can be useful in the event that a user is not able to access
his mail account due to vacation, business or otherwise. The mail can be forwarded to a private e-
mail address or to a colleague’ s mailbox.

The second functionality, mail distribution, offers the possibility to maintain distribution lists. Often
used distribution addresses are info, sales, helpdesk and general. These addresses can then be for-
warded to the relevant employees within the firm. One e-mail message now suffices to reach an en-
tire workgroup, department or the whole firm.

In the menu point edit forward (reached by clicking on the arrow in front of an existing forward or
by clicking on the new forward arrow) the mailboxes (both internal and external) that have to re-
ceive the forwarded e-mail must be selected by clicking the checkboxesin front of them.

If the mailbox itself is not read/emptied by someone (i.e. if the mailbox alias marketing is
simply being used to distribute mail to everyone in marketing and not actually being polled by
anyone), then the checkbox next to this mailbox name should be cleared. It is obligatory to
check at lease one mailbox: when mail is not forwarded this implies that the mailbox itself is
checked by default.

The third functionality, autoresponder, can be used to send an automatically generated reply to
those who send you e-mail during your absence. In this reply they can be notified of your absence.
The function can be activated by clicking the relevant checkbox in the forward dialog (Figure 7.11).
It is possible to change the subject of the message that will be replied with and the text it contains.
The autoresponder keeps track of who sends e-mail, so that it can reply with a certain interval to be
decided on by the user. For example, when you fill in a value of 3 here, an autoreply will be sent
every three days. This functions prevents you from replying to every message that is received from a
certain e-mail address. It is advised not to fill in O here, to make sure that an unnecessary large
amount of mail traffic is being created and to prevent two autoresponders from sending each other
an unlimited amount of replies.

7.2.6. External addresses
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Adding external addresses

External addresses are e-mail addresses from outside your mail domain. These external addresses
can be added in the menu item Addresses, so that they can be referred to when setting up a forward
address in the menu item Forwardings. This implies that a user with an external e-mail address
must ask the administrator to add this address to the list, since admin is the only user that can add
and remove external addresses.

Figure 7.12.

E G t 6 0 EG1-THAPSYMC-DE
asy a e . easygate 6.0.51 (Build 795)
EasyMail Addresses

hiailboxes

P azawords Add New Address

Aliases External forwarding address

Fonvardings Recipiert Name

Addreszes Address awvailable for: |:| easygate Adminfzdmin]

I:‘ Hans-FPeter Stradinger hp=s]

EasyCache
Save

To add an external address, the administrator must select the menu item Addresses. Now click the
arrow-button at the left of the title bar and complete the form that appears. Fill in the empty form
(Figure 7.12) in accordance with the following rules:

Field name Contents Remarks

External forwarding address Fill in the complete email ad- |Include both the part in front of

dress and the part behind the @ sym-
bol.
Recipient name A descriptive name of theex- | Spaces are allowed.
ternal address
Address available for All mailboxes are displayed Click the checkbox next to the
with a checkbox mailboxes that should have ac-

cess to this address.

Edit external addresses

Modifying an external address is limited to changing its description and the availability of the ad-
dress to existing mailboxes on the system. Only the administrator can do this. It is done by selecting
Addresses from the menu and by clicking on the address that has to be changed (Figure 7.13). An
external address can be removed here by clicking on the cross on the right of the title bar.

Figure 7.13.
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EG1-INAPSYNC-DE
EasyGate 6‘0 easygate 6.0.81 (Build 798)

hiailboxes

lEasscds Edit Address: Harry

Aliases External forwarding address harrpi@external .com
Fomvardings Recipient Name |Harr§,.f

Addressas Address swailable for: easygate Adminfadmin]

D Hans-Peter Stradinger [hps]

EzasyCache
SEvE
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7.3. Managing the EasyWeb functions

7.3.1. Introduction

This chapter explains the functions of EasyWeb, EasyGate's web server. EasyWeb is not present on
all EasyGate-versions, so it is possible that your EasyGate system does not contain this module. If
you do wish to make use of EasyWeb, please contact your EasyGate-supplier for information about
the EasyWeb-upgrade.

With EasyWeb you can manage up to three websites. Y ou can build up an Intranet (website home),
develop and debug atest site (website tmp) and you can hold a copy of your live website, which is
likely hosted at your provider (website www). On this last site you are able to develop (further) and
test your website and when it’s ready, you can publish it to your provider with the function Publish.
The websites can be opened very quickly in your web-browser by using the short names (by default
www,tmp and home). Simply type http://mww (or http://tmp or http://home) into your web browser
and the site will load.

With EasyGate it is also possible to host your own website. To do this, you need a permanent con-
nection or callback-functionality. Y ou should take into account that the more visitors your site gen-
erates, the slower your connection will be. In general it is advised to host your website at a provider,
since they usually have a widebandwidth connection.

7.3.2. Websites

In this submenu you are able to manage the websites and their properties. A maximum of three web-
sites can be maintained. In order to create or modify a website, choose the function related to this.
Then you need to fill in or modify a number of fields that appear on your screen. What needs to be
entered in every field is explained in the table below. A website can be removed by selecting the rel-
evant site and clicking on the white cross in the upper right corner. After confirming this decision,
the siteis permanently removed.

Figure 7.14.

EasyGate 6.0 e 0,51 (buitd 79

easygate 6.0.81

Ezsyhdsil ebsite

EasyCache
Easyiiizh Internes Intranet home]
éwebgitesej Wiebsite: hiarne
Name: Irternes Intranst
Shares
EasyStatistics .
Test Site ftrap]
E=syCorfig Website: trp
Registration Marme: Test Site
Swstem actions
Ny Publikations Site [wonned
E.q [ ]
b MEUBERGER & HUGHES Website: ey

MName: Wiy Fubli kations Site
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Figure 7.15.

EasyGate 6.0

EzsyMail

EasyCache

Easyiieb
Websites

Shares

EasyStatistics
EasyCorfig

Reqistration

Swetarm artinns

EG1-THMAPSTIC-I

egasygate 6.0.31 (Bu:

Add Mew Website
Wabsite:

Marne:

Wabsite visible for the Internet: ||

wisible Wwabsite |P address:

wisible website hostname

scription or full name of the
website

Field name Contents Remarks
Website In thisfield the short nameof | The name has a maximum of 10
the website is entered characters, and, once entered,
cannot be changed. Thisisalso
the name with which you refer-
ence the site in the browser
Name Inthisfield you can enter ade- |Thisfield can be changed later

on

Website visible for the internet

When selected, this option
makes your website visible on
the internet

Visible website | P address

Hereyou fill in an official 1P-
address that has been given to
you by your provider. Thisway,
people can access your website.
It is attached to the chosen host-
name

This can be the same address
that has been given to EasyGate
for ISDN- and email traffic, but
when you have been given mul-
tiple official |P-addresses, you
can select adifferent one as
well

Visible website hosthame

The hostname that is attached to
your website hasto befilled in
here. This hasto be within one
of your domain names. The
hostname is linked to the |Pad-
dress, so people are able to
reach your website through this
hostname

Usually something like:
www.domai nname.com or

support.domainname.com

It is possible to enter multiple hostnames for one IP-address; so multiple websites can be hosted un-
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derneath one | P-address.
Note:

Do not forget to provide your website provider with the combination of your IP-
address and hostname(s). This way, these combinations can be added to the providers
name server, making the websites accessible throughout the whole Internet.

7.3.3. User privileges

The client, by means of a link with the Windows-network services or AppleTak-services, can edit
the websites. This can be done by multiple users, as long have been granted user privileges. There
are two levels: a Read access, where the contents of the website can be read in the Windows/Apple-
interface. This also gives the user the right to publish websites. Modifications to the site cannot be
carried out with this privilege. The second right is Write access. With this, site modifications can be
made.

When the user to whom privileges are to be granted has been selected, it is possible to indicate what
his or her rights are per website. Simply tick off and save the desired user privileges.

Figure 7.16.

EasyGate 6.0 e 0,01 (puita

easygate 6.0.81

EasyCache

Eazywiab eazygate Admin [admin]

Websites U=zer: admin

Marne: ez=ygate Admin

EzsyStatistics i
Hans-FPetar Stradinger hp=]

EzsyCorfig User: hp=

Reqgistration Marne: Hans-Peter Stradinger

Figure 7.17.
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EaSyGate 6‘0 EG1- IMAPSYHC-DE

easvygate 6.0.831 (Build 793)

EzasyCache
Easyhieb Edit Shares: easygate Admin
Wiebsites User: admin
Shares Marme: ezsygate Admin
Access to: harme
EazsyStati=ti
23 1=HSs Internes Intranet
EzsyConfig Read access
.
Registration . Write access
System actions tTZEt Site
L_'J.I{l Read access

5] NEUBERGER & HUGHES
Wirite access

At
woanhy Publi kations Site

Read access
Wirite access

Note:

To let the users work from a Windows or MacOS environment, it is necessary that the
network-logon takes place using the mailbox-name and the password the user has on
the EasyGate system. If not, the user will not be able to granted access to the websites.

7.3.4. Using Websites in Windows

A user with at least reading privileges can browse the websites within Windows Explorer and bind
these shares to a Network drive letter. To do this, look for the EasyGate server in the Network neigh-
borhood using Windows Explorer. After clicking it, all fileshares for which the user has got at least
reading privileges will be made visible. Now the user can right-click one of these shares and select
Map network drive to bind a drive letter to the share. This way it is possible to perform regular
Windows tasks within this folder.

If this method does not succeed, right-click Network neighborhood and then select Map network
drive. In the dialog that appears a drive letter can be chosen, fill in the following in the Path-field:
\\easygat€e\shar ename or \\<inter nal-ip-addr ess-easygate>\sharename

For example: \\easygate\home or \\192.168.1.2\home

Figure 7.18.
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7.4. Consulting System diagnostics

7.4.1. Introduction

To see how the different processes on easygate are functioning, System diagnostics shows the out-
put of the most essential tasks on the system. The menu can be found underneath EasyConfig, when
you are logged on as admin. System diagnostics is an essential tool when solving potential prob-
lems on the system. By clicking + and -, one can browse through the different time periods.

Figure 7.19.

EasyGate 6.0 e .0.mn (puita 7

easygate 6.0.51

Easyhsil EasyGate System Diagnostics

exchangedlinux 6.0.51 Build 798 [(Tue Oct 4

EasyCache
Easyiiieb J Kernel
EasyStatistios J Disle
EasyCorfig J IEDH system logs
Easyate Configuration J ISDH channel status
Easy ate System Diagnostics J EEE
Registration J e-tnail quene
System actions J e-mail fetch log
E‘E MEUBERGER & HUGHES J Batched SMTP
J e-mail logs
J POP3TAP

7.4.2. Components of System diagnostics

In this paragraph the different items of the logging are briefly explained.

Kernel:

General system notifications are displayed here, especially those related to the start-up processes,
the file system and the loading of drivers.

Disk:
This item gives an overview of the existing partitions on the system and the amount of free disk

space. Thisway, one can discover in advance whether a new harddisk has to be added or disk space
has to be created on the system.

e-mail queue:
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Messages that have not yet been sent are displayed here.

e-mail fetch log:
This item shows information on potential POP3 accounts that are being managed by easyGate.

Batched SMTP:
When Batched SMTP is being used, information on the mail distribution will be shown here.

e-mail logs:

This item will display al e-mail related processes that are active on EasyGate. The handling of
every item that has been sent or received can be reviewed in this logfile.

POP3/IMAP:
E-mail is being distributed towards the individual users by means of POP3 or IMAP. Here you are
notified of potential problems during the distribution.

When a fax device is implemented on EasyGate, there will also be an item called | SDN- and Fax
logging to display the status of the ISDN channels and the faxserver.
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7.5. Functions for the user

7.5.1. Introduction

Every user can manage certain settings on EasyGate, provided he can log onto the system with his
username and password. For a detailed description of the setting in question, you are kindly referred
to the relevant paragraph in respectively Section 7.2 and Section 7.3

7.5.2. EasyMail

In the EasyMail menu, the user can make the following settings:

Menu item Possible action

Mailboxes The describing name can be changed here.
Passwords The user can change his password here.

Aliases The user can see the aliases that refer to his mail-

box. It is not possible to change the configura-
tion of aiases yourself.

Forwarding The user can forward or distribute his e-mail to
other users, for instance when he is on vacation
and his secretary has to receive his mail. One can
also (de)activate the autoresponder here.

External addresses Here, the user can see which external e-mail ad-
dresses can be referred to when forwarding one's
e-mail.

7.5.3. EasyShare

In the EasyShare menu the following settings can be made:

Menu item Possible action

Shares The user can edit the settings of fileshares for
which he has been assigned at |east read access.

User privileges The user cannot change the settings here, but it is
possible to view the permissions assigned to
him/her.
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This part explains how to set up your workstation to use e.g. fax.




Table of Contents

8. Settings 0N the WOrKSIatioN ..........ociviiiiii e e 119
8.1. TCP/ IP settings (Wondows 2000) .......cccvvveveineeeiieeieeeieeeiineeeieeaen 120

8.2. Webbrowser (Microsoft Internet EXplOrer) .........cooevvvveiiiniiiiiiineeeennnn. 128

8.2.1. OptioN GENEYEl .....evvneiiiiiiieeiii et 128

8.2.2. OptioN CONNECLIONS .....ccvviieieiiiieeeeii et 130

8.3. Thee-mail appliCation ..........ccuuiiiiiiiiiei e 133

8.4. ThefaxClient ........cooviiiiiiii e 137

CXViii



Chapter 8. Settings on the
workstation

To use EasyGate from a workstation, several settings need to be

made on this PC. Depending on the exact network configuration

and the configuration of the client PC’s, several settings need to
be made or at least reviewed.
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8.1. TCP / IP settings (Wondows 2000)

The TCP/IP protocol has to be installed on every PC in the network.

Open Network and Dial-up connections in the menu (you can find it under start menu — settings)
and click on the button Local Area Connection (see Figure 8.1).

Figure 8.1.

%] Network and Dial-up Connections

J File Edit ‘iew Favorites Tools  Adve
J w=aBack » = - | ‘Ehsearch [ Fold

J address I Metwark, and Dial-up Connections

£
™ ==

‘Make Mew | Local Area
ECDnnectiDnj Conneckion

|2 objeck(s)

The following window appears (Figure 8.2).

Figure 8.2.
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Local Area Connection Status 2| x|
General
— Connection
Status: Connected
Cruration: 20 days 22:07:01
Speed: 10.0 Mbpsz
— Activity G
Sent — 'I —  Hecerved
L 4
Packets: 44 362 I 42 B3
Froperties Dizable |
Cloze

Attention:
The shown images were taken out of a Windows 2000 PC. But there are only few dif-
ferences to other Wondows versions.

Click on Properties.
The following window appears.

Figure 8.3.
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Local Area Connection Properties 2| x|

General I

Connect uzing:

I AMD PCHET Family PCI Ethernet Adapter

Configure I

Components checked are uzed by this connection:

Chent for Microsaft Hetwaorkz

File and Printer Sharing for Microsoft Networks
9l |nternet Protocal [TCFAPF)

[hztall... U ninztall Froperties

Drezcription

Tranzmizzion Control Pratocoldnternet Protocal. The default
wide area network, protocol that provides commmunication
acrozzs diverse interconnected netwaork.s.

[~ Show icon in tazkbar when connected

aF. Cancel

Click on Internet protocol (TCP/IP protocal). (If there are more than one TCP/IP versions, select

the configuration that is connected with your network card: TCP/IP — name of the network card.)
The following window appears (Figure 8.4).

Figure 8.4.
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Internet Protocol {TCP/IP) Properties ; 7| x|

General

Y'ou can get |P settings assigned autormatically if your nebwork, supports
thiz capability. Othenwize, pou need to azk your netwark, adrministrator for
the appropriate [P zettings.

* Obtain an IP address automnatically

—{" Use the following IP address;
|F address:

Subnet mazk:

Crefaulb gatewa:

¥ [Obtain DMS server address automatically

i Usze the following DNS server addresses:
Frefermed DS semver:

Altermate DS servern

Advanced...

] Cancel

e |fthe DHCP server of EasyGateisactivated select:
Obtain an | P address automatically

» |Ifthe DHCP server of EasyGateisnot enabled, click on:

Use the following I P address
Then you have to enter an IP address and a subnet mask that corresponds with your net and
EasyGate.

Examplefor the | P address:
When EasyGate has the network address: 192.168.100.0
the |P address has to be: 192.168.100.XXX.

If the DHCP server of EasyGateis enabled, you do not have to enter a standard gateway address.
If the DHCP server of EasyGate is deactivated, enter the internal address of EasyGate as the new
gateway.
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If the computer isin another network than the network of EasyGate, you have to enter the address of
the common gateway. In this case you have to modify some settings of EasyGate too (e.g. extra-
routing). If you have questions, you can ask your provider or supplier.

Attention:

It is important that every computer in the network has its own IP address. If you do
not know enough about TCP/IP nets you should ask your provider or supplier.

Now click on Advanced (Figure 8.5).

Figure 8.5.

Advanced TCP/IP Settings 7| x|
IP Settings | DNS | wiNS | Dptions |

—|P addrezzes

P addrezs | Subnet mask
DHCF Enabled

add. Edit... Eemove
— Default gateways:
L ateway tetric
Add. Edit... Femove
Interface metnic: 1
OFk. I Cancel
Click on WMINS,

The following window appears (Figure 8.6).
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Figure 8.6.

Advanced TCP/IP Settings 2| x|

IP Settings | DNS ~ WINS | Dptions |

—WINS addreszes, in order of use:

|7
=

Add... Edit.. SrE |

[f LMHOSTS lookup iz enabled, it applies to all connections far which
TCFAP iz enabled.

¥ Enable LMHOSTS lookup [rport LMHOSTS...

" Enable MetBIOS awver TCPAP
™ Dizable MetBIOS over TCPAP
% Usze NetBlOS setting from the DHCP server

ak I Cancel

» If the DHCP server of EasyGate is enabled, select Use NetBI OS settings from the DHCP server.
» If the DHCP server of EasyGate is deactivated, select Enable NetBIOS over TCP/IP.

Then enter the internal address of EasyGate in the box above. Click on Add. Enter the corresponding
information.

Now click on DNS(Figure 8.7) .

Figure 8.7.
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Advanced TCP/IP Settings 7 x|

P Settings  DNS | wiNG | Options |

DMS zerver addrezzes, in order of uze:

B
=

Add. Edit... Fenmove

The following three settings are applied to all connections with TCPAAP
enabled. For rezolution of unqualified names:

&+ Append primary and connection specific DNS suffives
v append parent suffises of the primary DMS suffis
" Append these DNS suffixes (in order);

B
-

add. | Edi. Femove |

DMS zuffis For this connection: I

¥ Reqister thiz connection's addresses in DMS
[ Use thiz connection's DNS suffiz in DNS registration

Ok I Cancel

If the DHCP server of EasyGate is enabled you do not have to enter a DNS server and you can leave
DNS still deactivted (Figure 8.7). It is possible that there is a DNS server in the list already. Nor-
mally you can leave the current server. If there are problems you should consider if the current set-
tings are necessary. If they are not necessary, you should del ete them.

If the client computer has a fixed IP address, you have to activate the DNS. Enter a name that is
bound to the current address of the computer. Under Domain you do not have to enter anything. Un-
der DNS server in order of use you have to enter the internal address of EasyGate. Under Append
these DNS suffixes (in order) enter the same information as they are in the EasyConfig menu under
Name server. Normally this setting is configured by means of internal.local and do not have to be
changed. If there are other settings already, normally it is sufficient to add the EasyGate settings.

Attention:

The item Append these DNS suffixes (in order) is not connected with the workgroup /
domain in the EasyGate - EasyConfig - EasyWeb menu. This you will find at Identific-
ation in the control panel - network on the client PC.
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Thus the configuration of the TCP/IP settings is finished. The settings of the other options do not
have to be changed. Now click on the OK-button. It is possible that the PC must copy a few data
filesfrom the installation CD. After that you have to restart your PC.
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8.2. Webbrowser (Microsoft Internet Explorer)

To use your webbrowser with EasyGate you have to modify a few settings. The configurations for
the Internet Explorer and for the Netscape Communicator are explained here. Consider that the ex-
act settings could differ alittle bit between the various versions. If you use Netscape the version has

to be Netscape 3.0 at least. If you use Internet Explorer you have to use a version that is not older
than 3.02. Other browsers should not be older than two years.

Open the Internet Explorer.
Click on Tools and after that on Internet Options in the menu.

Figure 8.8.

3 Neuberger & Hughes | Run your Business, not your Network. - Microsoft Internek Ex

J File Edt “iew Favorites Tools Help

J 4=Eack - = - ) ﬁ| {Qsearch [GlFavorites & History ||%v =] -

JAgdress I@ btk f e, n-h. comfMHSIbEMH

8.2.1. Option General

Figure 8.9.
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Internet Options _ ed |

(aeneral |Securit';.-' I _onkent I _onneckions | Programs I advanced I

—Home page
% You can change which page ko use for your home page.

address: about:blank

Ilse Current Lise Default IIse Elank

—Temporary Internet files

y Pages you wiew on the Internet are stored in a special folder
& Y for quick viewing later,

Delete Files. .. Settings. ..

—Hiskory

The Hiskary Folder contains links ko pages wou've visited, For
quick access ko recently viewed pages.

Days ko keep pages in hiskary: I 20 3: Clear Hiskory

Colars... | Fonts... | Languages... | Accessibilicy. ..

0] 4 I Cancel | Bpply

Figure 8.10.
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‘ Check For newer versions of stored pages:
&y (¥ Every visit ko the page
i Every time you stark Internet Explorer
™ Automatically
" Mever

— Temporary Internet files Folder

Current location:  Ci\Documents and
Setkingst AdministratoriLocal
Settingsh Termporary Internet Files)

Amount of disk space ko use:

{ [ ama=] me

Move Folder. .. Wiew Files. . | Wiew Objects. .. |

QK I Zancel

Temporal Internet datafiles (Figure 8.9).

Click on delete data files and confirm with OK.
After that click on settings

Settings (Figure 8.10).

The option at every access on the site should be selected.
Configure the option Saving area to occupy to 1% of the drive.

8.2.2. Option Connections

Figure 8.11.
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Internet Options

2 x|

ieneral I Security I Content  Conneckions |F‘ru:ugram5 I Advanced I

Use the Internet Connection Wizard ko Setup. ..
conneck your computer ko the Internet,
— Dial-up settings
Add...
Remove
sethings. ..
{* never digl & connection
" Dial whenever a network conneckion is not present
€ Always disl my default conmeckion
Zurrent ! [alp = Set Default |
—Local Area Mebwork, (LAN) setkings
LanM Settings. .. |
0] 4 Zancel | apply

Select LAN Settings (Figure 8.11)

Figure 8.12.

131




Settings on the workstation

Local Area Network {LAN) Settings 2 x|

—fukomatic configuration

Aukomatic configuration may override manual settings, To ensure the
use of manual settings, disable auktomatic configuration.

[ Automatically detect settings

[ Use automatic configuration scripk

Address I

—Proxw server

v Use aproxy server

address: I'.IJE.IE-EI.IEIEI.IIIIE Park: |312EI| advanced... |

[ Bypass proxy server For local addresses

(0] Zancel

Click on Use a proxy server (Figure 8.12).

Address:. enter the internal |P address of EasyGate.
Port: enter 3128.
Click on Advanced.

Pay attention to the exceptions:
Here has to be entered easymail, the current host name and the | P address of EasyGate,

seperated by semicolon. When you have entered the explained settings, leave the menu

by clicking on the OK button.
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8.3. The e-mail application

The configuration varies from program to program, but a number of settings is always the same.
Some applications automatically start a configuration wizard, where the necessary settings are to be
filled in step by step. The essential ones are discussed in the table below:

Setting Fill in

Connection Using local network, using LAN.
Type of server POP3 or IMAP

Server for incoming mail, or POP3 or IMAP4  |easygate

server

Server for outgoing mail, or SMTP server easygate

Port numbers (the default settings are correct,
usualy no alteration is needed)

25 for SMTP, 110 for POP3 and 143 for IMAP4

POP3-name, IMAP-username, username, login-

Mailbox-name on EasyGate, when an diasis be-

name ing used: the name of the underlying mailbox.

Password The password that belongs to the above-

mentioned mailbox

e-mail address

@

IMAP or POP3 mail:

Every user can choose between IMAP and POP3 mail. When these terms are unknown, please con-
sult Chapter 2 at the beginning of this manual. There is no setting to be made on the EasyGate serv-
er itself concerning either IMAP or POP3 mail, since both methods are being supported simultan-
eously. The only way to select one of these protocols is through the configuration of the e-mail ap-
plication. As can be seen in the example below, there is always a setting called servertype. Nor-
mally you can choose between POP3 and IMAP here.

The full eemail address that isto be used, so the
combination of the mailbox-name or the dias
and <@lonmai nnane. comnp.

Caution:

For afast email communication the application can be configured so that it will check
every 2 minutes for new messages. Furthermore, one can select to send e-mail directly.

Webmail:

On the EasyGate server Squirrelmail Webmail has been implemented. This easy-to-use and secure
webbased e-mail client can be reached easily through the EasyGate welcome screen on ht-
tp://easygate . For more information on how to use Squirrelmail you are advised to consult its manu-
al, which can be found at http://www.squirrelmail.org.

Example: Microsoft Outlook Express:

On Figure 8.13 to Figure 8.16 several dialogs of the Microsoft Outlook Express Configuration wiz-
ard are shown. The procedure is comparable when using Microsoft Outlook 97, 98, 2000, XP and
2003. The possibilities when configuring e-mail for an IMAP or POP3 account are slightly different,
but these differences are so small that they do not need to be discussed here. Partially it is necessary
to replace exchangedlinux with easygate.
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Figure 8.13.

Internet Connection Wizard

Your Hame T‘:

Fyan Hughes

Figure 8.14.
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Internet Connection Wizard

Internet E-mail Address

Y'our e-mail addrezs is the address other people uze to send e-mail messages ho you,

{* | glready have an e-mail address that I'd like to use

E-mail addrezs:

Ir}lan@n-h.mm

For example: someone@microzoft. com

= I'dlike to sign up for & new account from; | Habmail

< Back I Mest » I

Cancel

Figure 8.15.
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Internet Connection Wizard

E-mail Server Hames

by incoming mail gerver iz a IIM.-'l'-.F' "I SETVES.

Incoming mail [POP3, IMAP or HTTF] zerver:

exchangedlinu.

An SMTP zerver iz the zerver that iz uzed for pour outgoing e-mail.

Outgoing mail [SMTF] zerver:

exchangedlinu.

< Back I Mest » I Cancel

Figure 8.16.

Internet Connection Yizard

Internet Mail Logon

Type the account name and pagsword vour Intemet service provider has given o,

Account name: |r_l,lar'|

Ixxxxxxxx

Pazsword:

v Remember pazsword

[f wour Intermet service provider requires you to uze Secure Paszword Authentication
[SPA] to access your mail account, select the 'Log On Uszing Secure Pazsword
Authentication [SPA] check box.

™ Log on using Secure Password Authentication [SPA]

¢ Back Hest =

Cancel
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8.4. The faxclient

In order to send faxes using the EasyGate faxserver, the workstation needs to have a faxclient in-
stalled that is suitable for HylaFax. For each Operating System there are numerous applications
available, many of which can be downloaded from the internet for free. In combination with EasyG-
ate, Neuberger & Hughes has thoroughly tested the faxclient WHFC. This application can be down-
loaded for free from the manufacturer’ s website:

http://www.uli-eckhardt.de/whfc/

Caution

WHFC is NOT an Neuberger & Hughes product. Consequently there is no support
given on the software by N&H or any of its partners. When WHFC does not suffice
your requirements you can decide on the acquisition of a commercia faxclient, eg.
Cypheus (see http://www.cypheus.de). A commercia faxclient usually comes with
support by its manufacturer.

The installation and configuration of WHFC, our preferred solution, works the following way:

After the standard installation of the executable, the following needs to be set up in the section sys-
tem settings.

Figure 8.17.

Systemsettings ﬂ

— Fax host — Mizcellaneous settings

eazygate] IJpdate interval Iﬁ

Part Mo Iﬁ Check doneq ||:|_
Jobfomat 5.4 %3 %1a %660 %1212 %5 %50 %7z % | | CoversheetVersion a7 ]

Ricy format fo7m %24p %-6.80 %14.14s %70 31 Stay in T askbar

Work in offline mode
bz, Dial |12— Max. Trigs |3— Use ODEC

Enable Pazzive ftp

¥ Local Time Fetch received fax via ftp
Send Coversheet info

Hosthame

A<

— WHFC Fax printer inzstalled

Spool Directory [T\ INMTATEMP
Settable in the printer |ﬂ+-,

dialog
. . FPhorebook zeparator .
Enable terminal zerver extenzion > I_

Flemove printer contral sequence

Walid Dialztring char

RURY

M odify Queue Text |

— Syztem
Spooldirectory for offfine made =40 OKUME ~14soeren\LOKALE 14T emph
Searchpath far language dli's IEZ"-.W|NNT"-.5_','S'CEI’I’I32"-

Program and arguments for

viewing received faxes I Cancel |
] 4 I

Path ta Ghostzcript interpreter I

Hostname:
Fill in easygate.
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Port No.:
Leave thisto the default setting of 4559.

Job format:
Leave this entry unaltered.

The other settings can be changed as wished. In case of doubt you are referred to the website of the
manufacturer.

There are also several settings that need to be made in the menu user settings:

Figure 8.18.
x
— Defaultzettings for Fakcover from zection
M arne - IM. Adelaar
Login : |adelaar FarMumber : I
E-Mail : |adelaar@nlcnm.nl WaiceMurnber: I
Famzover I j Dl Compary I
Language |N|:| language modules installed j Location I
Send E-Mail ® i
=n = Use Fascover [ rfgemze
" Mone - Qi)
Fine Frint r i~ Letter
I )
- Wihen deliversd utollpdate
* flways
Show grid on queue [V Lancel |

Login:
The login hereis equal to the mailbox-name on EasyGate for this user.

E-Mail:

The e-mail address to which a confirmation of an outgoing fax will be sent. Usually this is the e-
mail address of the user itself.

Only when PostScript cover letters are being used, you should pay attention to the other items. For
more information on composing fax covers, please consult the website of the manufacturer.

Installing the printerdriver:

Now the faxclient must be installed as a virtual printer in the Control panel for printers and faxes.
To do this, go to the Control panel, then click the item printers and faxes and finally click add
printer. Select as a printer port WHFCFAX and as a printer, when Windows 98/NT/2000/XP is be-
ing used: the Apple LaserWriter 16/600 PS. When using Windows 95: choose the Apple Laser-
Writer.

Figure 8.19.
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Add Printer Wizard

Select the Printer Port
Computers communicate with printers through ports.

Select the port pou want pour printer to uze. |f the port iz not lizted, pou can create a
ey park,

% Use the following part:

Puort | Dezcription | Printer |ﬂ
COM1: Senal Part

COM2: Senal Part

COM3: Sernial Part J
COk4: Sernial Part

FILE: Print ta File PoztScript

WREILWPD | mral Part Priwt j

Mate: Mozt computers uze the LPT1: port to communicate with a local printer.

" Create a new part:
Type; &ppleT alk Printing Devices j

< Back Meut = Canicel |

Selecting the printer port

Figure 8.20.

Add Printer Wizard

Add Printer Wizard
The manufacturer and model determing which printer to uze.

Select the manufacturer and model of pour printer. [F your printer came with an inztallation
digk, click Hawe Dizgk. [f pour prinker iz not lizted, conzult pour prinker documentation for a
compatible printer.

td anufacturers: Frinters:
Agfa ﬂ Apple Color Lvw 12/660 PS5 -
Alps Apple Colar Lasersfiter 12800
Apollo Apple Lazetwfriter 12/640 PS
Apple Anple Lazerafriter 16600 PS
APS-PS Apple Lazetwriter 3500
A5T Apple Lagerafiter | MT w47.0
ATLT ;I Annla | acadatitar KT wA7 1 ;I

Windowsz Lpdate Hawe Dizk. .. |

< Back Mest » Cancel |
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Selecting the printer

Sending a fax message:

To send afax from eg. Microsoft Word, go to File - Print. Now select the Apple printer that has just
been installed and click OK. Now a dialog appears in which some data of the recipient has to be
entered. The fax will now be sent and the sender will receive a confirmation of this action by e-mail.
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A.l. Apache

Apache License
Version 2.0, January 2004
http://ww. apache. org/ |l i censes/

TERVS AND CONDI TI ONS FOR USE, REPRODUCTI ON, AND DI STRI BUTI ON
1. Definitions.

"Li cense" shall mean the terns and conditions for use, reproduction
and distribution as defined by Sections 1 through 9 of this docunent.

"Li censor" shall nean the copyright owner or entity authorized by
t he copyright owner that is granting the License.

"Legal Entity" shall nmean the union of the acting entity and al
other entities that control, are controlled by, or are under combn
control with that entity. For the purposes of this definition
"control"” means (i) the power, direct or indirect, to cause the
direction or managenment of such entity, whether by contract or
otherwi se, or (ii) ownership of fifty percent (50% or nore of the
out st andi ng shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity
exerci sing perm ssions granted by this License.

"Source" formshall nean the preferred formfor naking nodifications,
including but not Iimted to software source code, docunentation
source, and configuration files.

"Cbject"” formshall nean any formresulting from nmechanica
transformation or translation of a Source form including but
not limted to conpil ed object code, generated docunentation
and conversions to other nedia types.

"Work" shall mean the work of authorship, whether in Source or
ohj ect form nmde avail abl e under the License, as indicated by a
copyright notice that is included in or attached to the work

(an exanple is provided in the Appendi x bel ow).

"Derivative Wrks" shall nean any work, whether in Source or Object
form that is based on (or derived fromj the Wrk and for which the
editorial revisions, annotations, elaborations, or other nodifications
represent, as a whole, an original work of authorship. For the purposes
of this License, Derivative Wrks shall not include works that remain
separable from or nerely link (or bind by nane) to the interfaces of,
the Work and Derivative Wrks thereof.

"Contribution" shall mean any work of authorship, including

the original version of the Work and any nodifications or additions
to that Work or Derivative Wrks thereof, that is intentionally
submtted to Licensor for inclusion in the Wrk by the copyright owner
or by an individual or Legal Entity authorized to submit on behal f of
the copyright owner. For the purposes of this definition, "submtted"
means any form of electronic, verbal, or witten comunication sent

to the Licensor or its representatives, including but not limted to
conmuni cati on on electronic mailing lists, source code control systens,
and i ssue tracking systens that are managed by, or on behalf of, the
Li censor for the purpose of discussing and inproving the Wrk, but
excl udi ng conmuni cation that is conspicuously narked or otherwi se
designated in witing by the copyright owner as "Not a Contribution."

"Contributor" shall nean Licensor and any individual or Legal Entity
on behalf of whoma Contribution has been received by Licensor and
subsequently incorporated within the Wrk
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2. Grant of Copyright License. Subject to the terns and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
copyright license to reproduce, prepare Derivative Wrks of,
publicly display, publicly perform sublicense, and distribute the
Work and such Derivative Wrks in Source or Cbject form

3. Grant of Patent License. Subject to the terns and conditions of
this License, each Contributor hereby grants to You a perpetual
wor | dwi de, non-excl usive, no-charge, royalty-free, irrevocable
(except as stated in this section) patent |icense to make, have nade,
use, offer to sell, sell, inmport, and otherw se transfer the Wrk
where such license applies only to those patent clains |icensable
by such Contributor that are necessarily infringed by their
Contribution(s) alone or by conbination of their Contribution(s)
with the Work to which such Contribution(s) was submtted. If You
institute patent litigation against any entity (including a
cross-claimor counterclaimin a lawsuit) alleging that the Wrk
or a Contribution incorporated within the Wrk constitutes direct
or contributory patent infringenment, then any patent |icenses
granted to You under this License for that Work shall term nate
as of the date such litigation is filed.

4. Redistribution. You nmay reproduce and distribute copies of the
Work or Derivative Wrks thereof in any medium wth or wthout
nodi fications, and in Source or bject form provided that You
neet the follow ng conditions:

(a) You must give any other recipients of the Wirrk or
Derivative Wrks a copy of this License; and

(b) You must cause any nodified files to carry prom nent notices
stating that You changed the files; and

(c) You must retain, in the Source formof any Derivative Wrks
that You distribute, all copyright, patent, tradenmark, and
attribution notices fromthe Source formof the Work
excludi ng those notices that do not pertain to any part of
the Derivative Wrks; and

(d) I'f the Work includes a "NOTICE" text file as part of its
di stribution, then any Derivative Wrks that You distribute mnust
i ncl ude a readabl e copy of the attribution notices contained
wi thin such NOTICE file, excluding those notices that do not
pertain to any part of the Derivative Wrks, in at |east one
of the follow ng places: within a NOTICE text file distributed
as part of the Derivative Wrks; within the Source form or
docunentation, if provided along with the Derivative Wrks; or
within a display generated by the Derivative Wrks, if and
wher ever such third-party notices nornally appear. The contents
of the NOTICE file are for informational purposes only and
do not nodify the License. You may add Your own attribution
notices within Derivative Wrks that You distribute, alongside
or as an addendumto the NOTICE text fromthe Wrk, provided
that such additional attribution notices cannot be construed
as nodi fying the License.

You may add Your own copyright statenment to Your nodifications and
may provi de additional or different |icense terns and conditions
for use, reproduction, or distribution of Your nodifications, or
for any such Derivative Wrks as a whole, provided Your use,
reproduction, and distribution of the Wirk ot herwi se conplies with
the conditions stated in this License.

5. Submi ssion of Contributions. Unless You explicitly state otherw se,
any Contribution intentionally submtted for inclusion in the Wrk
by You to the Licensor shall be under the ternms and conditions of
this License, without any additional terns or conditions.
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Not wi t hst andi ng t he above, nothing herein shall supersede or nodify
the terns of any separate |license agreenent you nay have executed
wi th Licensor regardi ng such Contri butions.

6. Trademarks. This License does not grant permission to use the trade
nanes, trademarks, service marks, or product nanes of the Licensor
except as required for reasonabl e and customary use in describing the
origin of the Wrk and reproducing the content of the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable |aw or
agreed to in witing, Licensor provides the Wrk (and each
Contributor provides its Contributions) on an "AS I S" BASI S,
W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, either express or
inmplied, including, without limtation, any warranties or conditions
of TITLE, NON- I NFRI NGEMENT, MERCHANTABI LI TY, or FITNESS FOR A
PARTI CULAR PURPCSE. You are solely responsible for determning the
appropriateness of using or redistributing the Wrk and assunme any
ri sks associated with Your exercise of perm ssions under this License.

8. Limtation of Liability. In no event and under no |egal theory,
whether in tort (including negligence), contract, or otherw se,
unl ess required by applicable |aw (such as deliberate and grossly
negl i gent acts) or agreed to in witing, shall any Contributor be
liable to You for damages, including any direct, indirect, special
i ncidental, or consequential danages of any character arising as a
result of this License or out of the use or inability to use the
Work (including but not Iimted to damages for |oss of goodwll,
wor k st oppage, conputer failure or malfunction, or any and al
ot her commerci al damages or |osses), even if such Contri butor
has been advi sed of the possibility of such danages.

9. Accepting Warranty or Additional Liability. Wile redistributing
the Work or Derivative Wrks thereof, You may choose to offer
and charge a fee for, acceptance of support, warranty, indemity,
or other liability obligations and/or rights consistent with this
Li cense. However, in accepting such obligations, You may act only
on Your own behal f and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemify,
defend, and hol d each Contributor harmess for any liability
incurred by, or clains asserted against, such Contributor by reason
of your accepting any such warranty or additional liability.

END OF TERMS AND CONDI TI ONS
APPENDI X: How to apply the Apache License to your work

To apply the Apache License to your work, attach the follow ng
boil erplate notice, with the fields enclosed by brackets "[]"
repl aced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate
comment syntax for the file format. W al so recommend that a
file or class nane and description of purpose be included on the
same "printed page" as the copyright notice for easier
identification within third-party archives.

Copyright [yyyy] [name of copyright owner]

Li censed under the Apache License, Version 2.0 (the "License");
you may not use this file except in conpliance with the License.
You nmay obtain a copy of the License at

http://ww. apache. org/ | i censes/ LI CENSE- 2. 0

Unl ess required by applicable law or agreed to in witing, software

di stributed under the License is distributed on an "AS | S* BASI S,

W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KIND, either express or inplied
See the License for the specific | anguage governi ng perm ssions and
[imtations under the License.
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A.2. Bind

The 1SC license for bind is:

# Copyright (c) 1993-1999 by Internet Software Consortium
#it

## Perm ssion to use, copy, nodify, and distribute this software for any
## purpose with or without fee is hereby granted, provided that the
above

## copyright notice and this perm ssion notice appear in all copies.

H#

## THE SOFTWARE |'S PROVIDED "AS |'S" AND | NTERNET SOFTWARE CONSORTI UM
DI SCLAI M5

## ALL WARRANTI ES W TH REGARD TO TH S SOFTWARE | NCLUDI NG ALL | MPLI ED
WARRANTI ES

## OF MERCHANTABI LI TY AND FI TNESS. | N NO EVENT SHALL | NTERNET SOFTWARE
## CONSORTI UM BE LI ABLE FOR ANY SPECI AL, DI RECT, | NDI RECT, OR
CONSEQUENTI AL

## DAMAGES OR ANY DAMAGES WHATSCEVER RESULTI NG FROM LOSS OF USE, DATA OR
## PROFI TS, WHETHER | N AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER
TORTI QUS

## ACTI ON, ARISING QUT CF OR I N CONNECTI ON W TH THE USE OR PERFORVMANCE
OF TH' S

## SOFTWARE

I nternet Software Consortium
950 Charter Street

Redwood City, CA 94063

Tel : 1-888-868-1001

Fax: 1-650-779-7055

Email: |icensing@sc.org

DNSSAFE LI CENSE TERMS

This BIND software includes the DNSsafe software from RSA Dat a
Security, Inc., which is copyrighted software that can only be
di stributed under the terns of this |icense agreenent.

The DNSsafe software cannot be used or distributed separately fromthe
BI ND software. You only have the right to use it or distribute it as
a bundl ed, integrated product.

The DNSsafe software can ONLY be used to provide authentication for
resource records in the Donain Nane System as specified in RFC 2065
and successors. You cannot nodify the BIND software to use the
DNSsaf e software for other purposes, or to make its cryptographic
functions available to end-users for other uses.

If you nodify the DNSsafe software itself, you cannot nodify its
docurmented API, and you nust grant RSA Data Security the right to use,
nodi fy, and distribute your nodifications, including the right to use
any patents or other intellectual property that your nodifications
depend upon.

You nmust not renove, alter, or destroy any of RSA's copyright notices
or license information. Wen distributing the software to the Federa
CGovernment, it nust be licensed to themas "conmercial conputer
software" protected under 48 CFR 12.212 of the FAR, or 48 CFR
227.7202.1 of the DFARS.

You nmust not violate United States export control |laws by distributing
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t he DNSsafe software or information about it, when such distribution
is prohibited by |aw.

THE DNSSAFE SOFTWARE |S PROVIDED "AS |'S" W THOUT ANY WARRANTY
WHATSCEVER.  RSA HAS NO OBLI GATI ON TO SUPPORT, CORRECT, UPDATE OR
MAI NTAI N THE RSA SOFTWARE. RSA DI SCLAI M5 ALL WARRANTI ES, EXPRESS,
| MPLI ED OR STATUTORY, AS TO ANY MATTER WHATSCEVER, | NCLUDI NG ALL

| MPLI ED WARRANTI ES OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR
PURPOSE AND NON- | NFRI NGEMENT OF THI RD PARTY RI GHTS.

If you desire to use DNSsafe in ways that these terns do not pernit,
pl ease contact RSA Data Security, Inc., 100 Marine Parkway, Redwood
Cty, California 94065, USA, to discuss alternate licensing
arrangenents.
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A.3. CUPS

CUPS is licensed under the GNU General Public License and

GN\U Li brary General Public License [http://gate.ac.uk/gate/licence.htm #SECL1].
Pl ease contact Easy Software Products for conmercial support

and "binary distribution" rights.
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A.4. cyrus

ALL versions of the Cyrus | MAP server are now covered by the follow ng
copyri ght nmessage. However, please note that in distributions before 2.0,
there may still be files that have the old copyright text.

Copyright (c) 1994-2003 Carnegie Mellon University. Al rights reserved.

Redi stri bution and use in source and binary fornms, with or without
nodi fication, are pernmitted provided that the follow ng conditions
are met:

1. Redistributions of source code nmust retain the above copyri ght
notice, this list of conditions and the follow ng disclaimer.

2. Redistributions in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainer In

t he docunentation and/or other materials provided with the

di stribution.

3. The nane "Carnegie Mellon University" nust not be used to
endorse or pronote products derived fromthis software w thout
prior witten perm ssion. For permission or any |ega

details, please contact

O fice of Technol ogy Transfer

Carnegie Mellon University

5000 Forbes Avenue

Pi ttsburgh, PA 15213-3890

(412) 268-4387, fax: (412) 268-7395

t ech-transf er @ndr ew. crmu. edu

4. Redistributions of any form whatsoever nust retain the foll ow ng
acknow edgnent :

"Thi s product includes software devel oped by Computing Services

at Carnegie Mellon University (http://ww.cnu. edu/ conmputing/)."

CARNEG E MELLON UNI VERSI TY DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO
THI'S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS, | N NO EVENT SHALL CARNEGQ E MELLON UNI VERSI TY BE LI ABLE
FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DANAGES
WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS, WHETHER I N
AN ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SI NG
QUT OF OR I N CONNECTION W TH THE USE CR PERFORVMANCE OF THI S SOFTWARE

X%k % o 3k X 3k 3k ok 3k X S 3k F 3k X Sk 3k X 3k Xk F 3k X Sk X F X X X X X 3k X X * F

If you find this software useful and val uable in your work, we wel cone any
support you can offer toward continuing this work.

We gratefully accept contributions, whether intellectual or nonetary.
Intellectual contributions in the formof code or constructive coll aboration
can be directed to cyrus-bugs+@ndrew. cmu. edu (even if it is not a bug).

If you wish to provide financial support to the Cyrus Project, send a check
payable to Carnegie Mellon University to

Proj ect Cyrus

Conputi ng Services
Carnegie Mellon University
5000 Forbes Ave

Pi ttsburgh, PA 15213

USA
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A.5. Fetchmall

This programis free software; you can redistribute it and/or nodify
it under the ternms of the GNU General Public License as published by
the Free Software Foundation; either version 2, or (at your option)
any | ater version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.
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A.6. GNU

GNU GENERAL PUBLI C LI CENSE
Version 2, June 1991

Copyright (C 1989, 1991 Free Software Foundation, Inc.

59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA
Everyone 1s permtted to copy and distribute verbatim copies
of this |license docunent, but changing it is not allowed.

Preanbl e

The licenses for nost software are designed to take away your
freedomto share and change it. By contrast, the GNU General Public
Li cense is intended to guarantee your freedomto share and change free
software--to nmake sure the software is free for all its users. This
CGeneral Public License applies to nost of the Free Software
Foundation's software and to any ot her program whose authors conmit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your progranms, too.

When we speak of free software, we are referring to freedom not
price. Qur Ceneral Public Licenses are designed to nake sure that you
have the freedomto distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free prograns; and that you know you can do these things.

To protect your rights, we need to nake restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
di stribute copies of the software, or if you nodify it.

For exanple, if you distribute copies of such a program whether
gratis or for a fee, you nust give the recipients all the rights that
you have. You rmust make sure that they, too, receive or can get the
souLce code. And you nust show themthese ternms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you | egal pernission to copy,
distribute and/or nodify the software.

Al so, for each author's protection and ours, we want to make certain
t hat everyone understands that there is no warranty for this free

software. If the software is nodified by sonmeone el se and passed on, we
want its recipients to know that what they have is not the original, so
that any problens introduced by others will not reflect on the origina

aut hors' reputations.

Finally, any free programis threatened constantly by software
patents. W wi sh to avoid the danger that redistributors of a free
programw || individually obtain patent |icenses, in effect naking the
program proprietary. To prevent this, we have made it clear that any
patent nust be |licensed for everyone's free use or not |licensed at all

The precise terms and conditions for copying, distribution and
nodi fication follow.

GNU GENERAL PUBLI C LI CENSE
TERVS AND CONDI TI ONS FOR COPYI NG, DI STRI BUTI ON AND MCDI FI CATI ON

0. This License applies to any programor other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terns of this General Public License. The "Prograni, bel ow,
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refers to any such programor work, and a "work based on the Progrant
neans either the Program or any derivative work under copyright |aw
that is to say, a work containing the Programor a portion of it,
either verbatimor with nodifications and/or translated i nto another

| anguage. (Hereinafter, translation is included without limtation in
the term"nodification".) Each |icensee is addressed as "you".

Activities other than copying, distribution and nodification are not
covered by this License; they are outside its scope. The act of
running the Programis not restricted, and the output fromthe Program
is covered only if its contents constitute a work based on the
Program (i ndependent of having been nade by running the Program

Whet her that Is true depends on what the Program does.

1. You may copy and distribute verbati mcopies of the Programs
source code as you receive it, in any nmedium provided that you
conspi cuously and appropriately publish on each copy an appropriate
copyright notice and disclainer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Programa copy of this License
along with the Program

You may charge a fee for the physical act of transferring a copy, and
you nmay at your option offer warranty protection in exchange for a fee.

2. You nmay nodi fy your copy or copies of the Programor any portion
of it, thus form ng a work based on the Program and copy and
distribute such nodifications or work under the terns of Section 1
above, provided that you also neet all of these conditions:

a) You nust cause the nodified files to carry proni nent notices
stating that you changed the files and the date of any change.

b) You nust cause any work that you distribute or publish, that in
whole or in part contains or is derived fromthe Program or any
part thereof, to be Iicensed as a whole at no charge to all third
parties under the terns of this License.

c) If the nodified programnnormally reads conmands interactively
when run, you nust cause it, when started running for such
interactive use in the nost ordinary way, to print or display an
announcemrent includi ng an appropriate copyright notice and a
notice that there is no warranty (or el se, saying that you provide
a warranty) and that users nmay redistribute the program under
these conditions, and telling the user howto view a copy of this
Li cense. (Exception: if the Programitself is interactive but
does not nornally print such an announcenent, your work based on
the Programis not required to print an announcenent.)

These requirements apply to the nodified work as a whole. |If
identifiable sections of that work are not derived fromthe Program
and can be reasonably considered i ndependent and separate works in

t hensel ves, then this License, and its ternms, do not apply to those
sections when you distribute them as separate works. But when you

di stribute the sane sections as part of a whole which is a work based
on the Program the distribution of the whole nust be on the terns of
this License, whose permissions for other |icensees extend to the
entire whole, and thus to each and every part regardl ess of who wote it.

Thus, it is not the intent of this section to claimrights or contest
your rights to work witten entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
col l ective works based on the Program

In addition, nere aggregation of another work not based on the Program
with the Program (or with a work based on the Program on a vol ume of
a storage or distribution medium does not bring the other work under
the scope of this License.
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3. You nay copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable formunder the terms of
Sections 1 and 2 above provided that you al so do one of the follow ng:

a) Acconpany it with the conplete correspondi ng machi ne-readabl e
source code, which nmust be distributed under the ternms of Sections
1 and 2 above on a medium custonmarily used for software interchange;

b) Acconpany it with a witten offer, valid for at |east three
years, to give any third party, for a charge no nore than your
cost of physically perform ng source distribution, a conplete
machi ne-readabl e copy of the correspondi ng source code, to be

di stributed under the ternms of Sections 1 and 2 above on a nedi um
customarily used for software interchange; or

c) Acconpany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is

al l owed only for nonconmercial distribution and only if you

recei ved the programin object code or executable formwth such
an offer, in accord with Subsection b above.)

The source code for a work neans the preferred formof the work for
maki ng nodi fications to it. For an executable work, conplete source
code neans all the source code for all nopdules it contains, plus any
associated interface definition files, plus the scripts used to
control conpilation and installation of the executable. However, as a
speci al exception, the source code distributed need not include
anything that is nornmally distributed (in either source or binary
form with the major conmponents (conpiler, kernel, and so on) of the
operating system on which the executable runs, unless that conponent
itsel f accompani es the executabl e.

If distribution of executable or object code is made by offering
access to copy froma designated place, then offering equival ent
access to copy the source code fromthe sanme place counts as

di stribution of the source code, even though third parties are not
conpel led to copy the source along with the object code.

4. You may not copy, nodify, sublicense, or distribute the Program
except as expressly provided under this License. Any attenpt
otherwi se to copy, nodify, sublicense or distribute the Programis
void, and will automatically term nate your rights under this License.
However, parties who have received copies, or rights, fromyou under
this License will not have their licenses term nated so |ong as such
parties remain in full conpliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you perm ssion to nodify or
di stribute the Programor its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
nodi fying or distributing the Program (or any work based on the
Program, you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or nodifying
t he Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a |license fromthe
original licensor to copy, distribute or nodify the Program subject to
these terns and conditions. You may not inpose any further
restrictions on the recipients' exercise of the rights granted herein
You are not responsible for enforcing conpliance by third parties to
this License

7. If, as a consequence of a court judgnent or allegation of patent
i nfringement or for any other reason (not linmted to patent issues),
conditions are inmposed on you (whether by court order, agreement or
ot herwi se) that contradict the conditions of this License, they do not
excuse you fromthe conditions of this License. |If you cannot
distribute so as to satisfy sinultaneously your obligations under this
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Li cense and any other pertinent obligations, then as a consequence you
may not distribute the Programat all. For exanple, if a patent
license would not pernmt royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely fromdistribution of the Program

If any portion of this section is held invalid or unenforceabl e under
any particular circunmstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other

cl rcumnst ances.

It is not the purpose of this section to induce you to infringe any
patents or other property right clains or to contest validity of any
such clains; this section has the sole purpose of protecting the
integrity of the free software distribution system which is

i mpl enented by public license practices. Many people have made
generous contributions to the wi de range of software distributed

t hrough that systemin reliance on consistent application of that
system it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a |icensee cannot

i mpose that choice.

This section is intended to nmake thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Programis restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limtation excluding
those countries, so that distribution is permtted only in or anbng
countries not thus excluded. In such case, this License incorporates
the limtation as if witten in the body of this License.

9. The Free Software Foundation may publish revised and/ or new versions
of the General Public License fromtinme to tinme. Such new versions will
be simlar in spirit to the present version, but may differ in detail to
address new probl ens or concerns.

Each version is given a distinguishing version nunber. |f the Program
specifies a version nunber of this License which applies to it and "any

| ater version", you have the option of following the ternms and conditions

ei ther of that version or of any later version published by the Free
Sof t ware Foundation. |If the Program does not specify a version nunber of
thideicense, you may choose any version ever published by the Free Software
Foundat i on.

10. If you wish to incorporate parts of the Programinto other free
prograns whose distribution conditions are different, wite to the author
to ask for pernission. For software which is copyrighted by the Free
Sof t ware Foundation, wite to the Free Software Foundation; we sonetines
make exceptions for this. Qur decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM | S LI CENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM TO THE EXTENT PERM TTED BY APPL|I CABLE LAW EXCEPT WHEN
OTHERW SE STATED | N WRI TI NG THE COPYRI GHT HOLDERS AND/ OR OTHER PARTI ES
PROVI DE THE PROGRAM "AS | S" W THOUT WARRANTY OF ANY KI ND, ElI THER EXPRESSED
OR I MPLI ED, I NCLUDING BUT NOT LIMTED TO THE | MPLI ED WARRANTI ES OF
MERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE. THE ENTI RE RI SK AS
TO THE QUALI TY AND PERFCRVMANCE OF THE PROGRAM | S WTH YOU. SHOULD THE
PROGRAM PROVE DEFECTI VE, YOU ASSUME THE COST OF ALL NECESSARY SERVI Cl NG
REPAI R OR CORRECTI ON

12. I N NO EVENT UNLESS REQUI RED BY APPLI CABLE LAW OR AGREED TO I N WRI TI NG
W LL ANY COPYRI GHT HOLDER, OR ANY OTHER PARTY WHO MAY MODI FY ANDY OR
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REDI STRI BUTE THE PROGRAM AS PERM TTED ABOVE, BE LI ABLE TO YOU FOR DAMAGES,

I NCLUDI NG ANY GENERAL, SPECI AL, | NCI DENTAL OR CONSEQUENTI AL DAMAGES ARI SI NG
OQUT OF THE USE OR I NABI LI TY TO USE THE PROGRAM (I NCLUDI NG BUT NOT LI M TED
TO LOSS OF DATA OR DATA BEI NG RENDERED | NACCURATE OR LOSSES SUSTAI NED BY
YOU OR THI RD PARTIES OR A FAI LURE OF THE PROGRAM TO OPERATE W TH ANY OTHER
PROGRAMS), EVEN | F SUCH HOLDER OR OTHER PARTY HAS BEEN ADVI SED OF THE
PCSSI Bl LI TY OF SUCH DANVAGES.

END OF TERMS AND CONDI TI ONS
How to Apply These Terns to Your New Prograns

If you develop a new program and you want it to be of the greatest
possi ble use to the public, the best way to achieve this is to nake it
free software which everyone can redistribute and change under these terns.

To do so, attach the follow ng notices to the program It is safest
to attach themto the start of each source file to nost effectively
convey the exclusion of warranty; and each file should have at |east
the "copyright" line and a pointer to where the full notice is found.

<one line to give the programis nane and a brief idea of what it does.>
Copyright (C <year> <nane of author>

This programis free software; you can redistribute it and/or nodify
it under the ternms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This programis distributed in the hope that it will be useful,
but W THOUT ANY WARRANTY; wi thout even the inplied warranty of
MERCHANTABI LI TY or FI TNESS FOR A PARTI CULAR PURPOSE. See the
G\U General Public License for nore details.

You shoul d have received a copy of the GNU General Public License
along with this program if not, wite to the Free Software
Foundation, Inc., 59 Tenple Place, Suite 330, Boston, MA 02111-1307 USA

Al so add informati on on how to contact you by electronic and paper mail

If the programis interactive, make it output a short notice like this
when it starts in an interactive node

Ghonovi si on version 69, Copyright (C year nanme of author

Ghonovi si on cones with ABSOLUTELY NO WARRANTY; for details type “~show w .
This is free software, and you are welcone to redistribute it

under certain conditions; type show c' for details.

The hypot heti cal commands “~show w and “show ¢' shoul d show the appropriate
parts of the General Public License. O course, the comrands you use nay
be call ed sonmething other than “show w and “show c'; they could even be
nmouse-clicks or menu itens--whatever suits your program

You shoul d al so get your enployer (if you work as a progranmer) or your
school, if any, to sign a "copyright disclaimer"” for the program if
necessary. Here is a sanple; alter the names:

Yoyodyne, Inc., hereby disclains all copyright interest in the program
" Gnonovi sion' (which nakes passes at conpilers) witten by Janes Hacker

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permt incorporating your programinto
proprietary prograns. |If your programis a subroutine library, you may
consider it nore useful to permt linking proprietary applications with the
[ibrary. If this is what you want to do, use the GNU Li brary Genera

Publ i c License instead of this License.
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A.7. OpenLDAP

QpenLDAP Public License

The OpenLDAP Public License
Version 2.8.1, 25 Novenber 2003

Redi stribution and use of this software and associ ated docunentati on
("Software"), with or without nodification, are permtted provided
that the followi ng conditions are met:

1. Redistributions in source formnust retain copyright statenents
and noti ces,

2. Redistributions in binary formnust reproduce applicable copyright
statenments and notices, this list of conditions, and the foll ow ng
di sclainer in the docunentation and/or other materials provided
with the distribution, and

3. Redistributions must contain a verbatimcopy of this document.

The OpenLDAP Foundation may revise this license fromtime to tine.
Each revision is distinguished by a version nunber. You nay use
this Software under terns of this |license revision or under the
terms of any subsequent revision of the |icense.

THI'S SOFTWARE | S PROVI DED BY THE OPENLDAP FOUNDATI ON AND | TS

CONTRI BUTORS ""AS | S'' AND ANY EXPRESSED OR | MPLI ED WARRANTI ES

I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF MERCHANTABI LI TY
AND FI TNESS FOR A PARTI CULAR PURPOSE ARE DI SCLAI MED. | N NO EVENT
SHALL THE OPENLDAP FOUNDATI ON, | TS CONTRI BUTORS, OR THE AUTHOR(S)
OR OMNER(S) OF THE SOFTWARE BE LI ABLE FOR ANY DI RECT, | NDI RECT,

I NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG,
BUT NOT LI M TED TO, PROCUREMENT OF SUBSTI TUTE GOCDS OR SERVI CES;
LOSS OF USE, DATA, OR PRCFITS; OR BUSI NESS | NTERRUPTI ON) HOWEVER
CAUSED AND ON ANY THECRY OF LI ABILITY, WHETHER | N CONTRACT, STRICT
LI ABI LITY, OR TORT (I NCLUDI NG NEGLI GENCE OR OTHERW SE) ARI SING I N
ANY WAY QUT OF THE USE OF THI S SOFTWARE, EVEN | F ADVI SED OF THE
POSSI BI LI TY OF SUCH DAMAGE

The nanes of the authors and copyright hol ders must not be used in
advertising or otherwise to pronpte the sale, use or other dealing

in this Software without specific, witten prior permssion. Title
to copyright in this Software shall at all tines remain wth copyright
hol ders.

penLDAP is a registered trademark of the OpenLDAP Foundati on
Copyri ght 1999- 2003 The OpenLDAP Foundati on, Redwood City,

California, USA. Al rights reserved. Perm ssion to copy and
di stribute verbatimcopies of this docunent is granted.
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A.8. Postfix

| BM PUBLI C LI CENSE VERSION 1.0 - SECURE MAI LER

THE ACCOVPANYI NG PROGRAM |'S PROVI DED UNDER THE TERM5 OF THI' S | BM PUBLI C
LI CENSE (" AGREEMENT"). ANY USE, REPRODUCTI ON OR DI STRI BUTI ON OF THE
PROGRAM CONSTI TUTES RECI PI ENT' S ACCEPTANCE OF THI S AGREEMENT.

1. DEFI NI TI ONS

"Contribution" neans:
a) in the case of International Business Machines Corporation ("IBM),
the Original Program and
b) in the case of each Contri butor
i) changes to the Program and
i1) additions to the Program
where such changes and/or additions to the Programorigi nate
fromand are distributed by that particular Contributor
A Contribution 'originates’ froma Contributor if it was added
to the Program by such Contributor itself or anyone acting on
such Contributor's behal f.
Contributions do not include additions to the Program which
(i) are separate nodul es of software distributed in conjunction
with the Program under their own |icense agreenment, and
(ii) are not derivative works of the Program

"Contributor" nmeans I BM and any other entity that distributes the Program
"Li censed Patents " nean patent clains |icensable by a Contributor which
are necessarily infringed by the use or sale of its Contribution al one
or when conbined with the Program

"Original Programi means the original version of the software acconpanying
this Agreenment as rel eased by IBM including source code, object code
and documentation, if any.

"Progrant neans the Oiginal Programand Contributions.

"Reci pi ent" neans anyone who receives the Program under this Agreenent,
i ncluding all Contributors.

2. GRANT OF RIGHTS

a) Subject to the ternms of this Agreenent, each Contributor hereby
grants Reci pient a non-exclusive, worldw de, royalty-free copyright
[icense to reproduce, prepare derivative works of, publicly display,
publicly perform distribute and sublicense the Contribution of such
Contributor, if any, and such derivative works, in source code and
obj ect code form

b) Subject to the terns of this Agreenent, each Contributor hereby
grants Reci pient a non-exclusive, worldw de, royalty-free patent

I'i cense under Licensed Patents to nmake, use, sell, offer to sell

i mport and otherwi se transfer the Contribution of such Contri butor
if any, in source code and object code form This patent |icense
shal |l apply to the conmbination of the Contribution and the Program
if, at the time the Contribution is added by the Contributor, such
addition of the Contribution causes such conbination to be covered
by the Licensed Patents. The patent |icense shall not apply to any
ot her conbi nati ons which include the Contribution. No hardware per
se is licensed hereunder.

c) Recipient understands that although each Contributor grants the
licenses to its Contributions set forth herein, no assurances are
provi ded by any Contributor that the Program does not infringe the
patent or other intellectual property rights of any other entity.
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Each Contributor disclains any liability to Recipient for clains
brought by any other entity based on infringenent of intellectua
property rights or otherwise. As a condition to exercising the rights
and |icenses granted hereunder, each Recipient hereby assunes sole
responsibility to secure any other intellectual property rights
needed, if any. For exanmple, if a third party patent |icense

is required to allow Recipient to distribute the Program it is

Reci pient's responsibility to acquire that license before distributing
t he Program

d) Each Contributor represents that to its knowl edge it has sufficient
copyright rights inits Contribution, if any, to grant the copyright
license set forth in this Agreenent.

3. REQUI REMENTS

A Contributor may choose to distribute the Programin object code form
under its own |icense agreenent, provided that:
a) it conplies with the terns and conditions of this Agreenment; and
b) its license agreenent:

i) effectively disclains on behalf of all Contributors al
warranties and conditions, express and inplied, including
warranties or conditions of title and non-infringenent, and
i mplied warranties or conditions of nerchantability and fitness
for a particul ar purpose;

ii) effectively excludes on behalf of all Contributors al
liability for damages, including direct, indirect, special
i nci dental and consequenti al danages, such as lost profits;

iii) states that any provisions which differ fromthis Agreenent
are offered by that Contributor alone and not by any ot her
party; and

iv) states that source code for the Programis available from
such Contributor, and informs |icensees howto obtain it in a
reasonabl e manner on or through a medi um customarily used for
sof t war e exchange.

When the Programis made available in source code form
a) it nmust be made avail abl e under this Agreenent; and
b) a copy of this Agreenent nust be included with each copy of the
Program

Each Contributor must include the following in a conspicuous |ocation
in the Program

Copyright (c) 1997,1998,1999, International Business Machi nes
Corporation and others. Al Rights Reserved.

In addition, each Contributor nmust identify itself as the originator of
its Contribution, if any, in a nanner that reasonably allows subsequent
Recipients to identify the originator of the Contribution

4. COVWMERCI AL DI STRI BUTI ON

Commercial distributors of software may accept certain responsibilities
with respect to end users, business partners and the like. Wile this
license is intended to facilitate the comercial use of the Program the
Contributor who includes the Programin a comrercial product offering
shoul d do so in a nmanner which does not create potential liability for

ot her Contri butors. Therefore, if a Contributor includes the Programin
a comercial product offering, such Contributor ("Comrercial Contributor")
hereby agrees to defend and i ndemnify every other Contri butor
("I'ndemmified Contributor") against any | osses, danmages and costs
(collectively "Losses") arising fromclains, |lawsuits and other |ega
actions brought by a third party against the Indemified Contributor to
the extent caused by the acts or om ssions of such Conmercial Contributor
in connection with its distribution of the Programin a comercia

product offering. The obligations in this section do not apply to any
clainms or Losses relating to any actual or alleged intellectual property
infringenent. In order to qualify, an Indemified Contributor nust:
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a) promptly notify the Conmmercial Contributor in witing of such claim
and
b) allow the Comercial Contributor to control, and cooperate with
the Commercial Contributor in, the defense and any rel ated
settl enent negotiations. The Indemified Contributor may
participate in any such claimat its own expense.

For exanple, a Contributor mght include the Programin a conmerci al
product offering, Product X. That Contributor is then a Comercia
Contributor. |If that Commercial Contributor then makes performance
clains, or offers warranties related to Product X, those performance
clains and warranties are such Conmercial Contributor's responsibility
alone. Under this section, the Commercial Contributor would have to
defend cl ai ms against the other Contributors related to those perfornmance
clains and warranties, and if a court requires any other Contributor to
pay any danages as a result, the Commercial Contributor nust pay those
damages.

5. NO WARRANTY

EXCEPT AS EXPRESSLY SET FORTH I N THI S AGREEMENT, THE PROGRAM | S PROVI DED
ON AN "AS | S" BASIS, W THOUT WARRANTI ES OR CONDI TI ONS OF ANY KI ND, EI THER
EXPRESS OR | MPLI ED | NCLUDI NG, W THOUT LI M TATI ON, ANY WARRANTI ES OR
CONDI TI ONS OF TI TLE, NON-I NFRI NGEMENT, MERCHANTABI LI TY OR FI TNESS FOR A
PARTI CULAR PURPOSE. Each Recipient is solely responsible for determning
t he appropriateness of using and distributing the Program and assunes

all risks associated with its exercise of rights under this Agreenent,
including but not Iimted to the risks and costs of programerrors,
conpliance with applicable | ans, damage to or |oss of data, progranms or
equi prent, and unavailability or interruption of operations.

6. DI SCLAIMER OF LIABILITY

EXCEPT AS EXPRESSLY SET FORTH I N THI S AGREEMENT, NEI THER RECI PI ENT NOR
ANY CONTRI BUTORS SHALL HAVE ANY LI ABILITY FOR ANY DI RECT, | NDI RECT,

| NCl DENTAL, SPECI AL, EXEMPLARY, OR CONSEQUENTI AL DAMAGES (| NCLUDI NG

W THOUT LI M TATI ON LOST PROFITS), HOWAEVER CAUSED AND ON ANY THEORY OF

LI ABI LI TY, WHETHER | N CONTRACT, STRICT LIABILITY, OR TORT (| NCLUDI NG

NEGLI GENCE OR OTHERW SE) ARI SI NG | N ANY WAY QUT OF THE USE OR DI STRI BUTI ON
OF THE PROGRAM OR THE EXERCI SE OF ANY RI GHTS GRANTED HEREUNDER, EVEN | F
ADVI SED OF THE POSSI BI LI TY OF SUCH DAMAGES.

7. GENERAL

If any provision of this Agreement is invalid or unenforceabl e under
applicable law, it shall not affect the validity or enforceability of
the remai nder of the terns of this Agreenent, and without further action
by the parties hereto, such provision shall be reforned to the m ni mum
extent necessary to nake such provision valid and enforceabl e.

If Recipient institutes patent litigation against a Contributor with
respect to a patent applicable to software (including a cross-claimor
counterclaimin a lawsuit), then any patent |icenses granted by that
Contributor to such Recipient under this Agreenent shall term nate

as of the date such litigation is filed. |In addition, |If Recipient
institutes patent litigation against any entity (including a cross-claim
or counterclaimin a lawsuit) alleging that the Programitself (excluding
conbi nati ons of the Programwi th other software or hardware) infringes
such Recipient's patent(s), then such Recipient's rights granted under
Section 2(b) shall termnate as of the date such litigation is filed.

Al Recipient's rights under this Agreenent shall termnate if it fails
to conply with any of the material terns or conditions of this Agreenent
and does not cure such failure in a reasonable period of tine after
becom ng aware of such nonconpliance. If all Recipient's rights under
this Agreement terminate, Recipient agrees to cease use and distribution
of the Program as soon as reasonably practicable. However, Recipient's
obl i gations under this Agreement and any |icenses granted by Reci pient
relating to the Program shall continue and survive.
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| BM may publish new versions (including revisions) of this Agreenent
fromtinme to tine. Each new version of the Agreenent will be given a

di stingui shing version nunber. The Program (including Contributions)
may al ways be distributed subject to the version of the Agreement under
which it was received. In addition, after a new version of the Agreenent
i s published, Contributor may elect to distribute the Program (i ncluding
its Contributions) under the new version. No one other than |IBM has the
right to nmodify this Agreement. Except as expressly stated in Sections
2(a) and 2(b) above, Recipient receives no rights or licenses to the
intellectual property of any Contributor under this Agreement, whether
expressly, by inplication, estoppel or otherwise. Al rights in the
Program not expressly granted under this Agreement are reserved.

This Agreenent is governed by the laws of the State of New York and the
intellectual property laws of the United States of Anerica. No party to
this Agreement wll bring a |legal action under this Agreenent nore than
one year after the cause of action arose. Each party waives its rights
to a jury trial in any resulting litigation
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A.9. PostgreSQL

PostgreSQ. i s rel eased under the BSD |icense.

Post gr eSQ. Dat abase Managenent System
(formerly known as Postgres, then as Postgres95)

Portions Copyright (c) 1996-2005, The PostgreSQ. d obal Devel opment G oup
Portions Copyright (c) 1994, The Regents of the University of California

Permi ssion to use, copy, nodify, and distribute this software and its
docunent ati on for any purpose, wthout fee, and without a witten
agreenment is hereby granted, provided that the above copyri ght

notice and this paragraph and the foll owi ng two paragraphs appear

in all copies.

N NO EVENT SHALL THE UNI VERSI TY OF CALI FORNI A BE LI ABLE TO ANY
PARTY FOR DI RECT, | NDI RECT, SPECI AL, | NClI DENTAL, OR CONSEQUENTI AL
DAVACES, | NCLUDI NG LOST PROFITS, ARI SING QUT OF THE USE OF TH S
SOFTWARE AND | TS DOCUMENTATI ON, EVEN | F THE UNI VERSI TY

OF CALI FORNI A HAS BEEN ADVI SED OF THE PGSSI BI LI TY OF SUCH DAMAGE

THE UNI VERSI TY OF CALI FORNI A SPECI FI CALLY DI SCLAI M5 ANY WARRANTI ES,
I NCLUDI NG, BUT NOT LIM TED TO, THE | MPLI ED WARRANTI ES OF
VERCHANTABI LI TY AND FI TNESS FOR A PARTI CULAR PURPCSE.

THE SOFTWARE PROVI DED HEREUNDER IS ON AN "AS | S" BASI S

AND THE UNI VERSI TY OF CALI FORNI A HAS NO OBLI GATI ONS TO

PROVI DE NMAI NTENANCE, SUPPORT, UPDATES, ENHANCEMENTS,

OR MODI FI CATI ONS
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A.10. proftp

Hi ghly configurable GPL-1icensed FTP server software.
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A.11. Python

Python 2.3.4 |icense
This is the official license for the Python 2.3.4 rel ease:

A. H STORY OF THE SOFTWARE

Pyt hon was created in the early 1990s by Guido van Rossum at Stichting
Mat hemati sch Centrum (CW, see http://www. cwi.nl) in the Netherl ands
as a successor of a language called ABC. Cuido remains Python's
princi pal author, although it includes many contributions from ot hers.

In 1995, Guido continued his work on Python at the Corporation for
Nati onal Research Initiatives (CNRI, see http://ww.cnri.reston.va. us)
in Reston, Virginia where he rel eased several versions of the
sof t war e

In May 2000, CGuido and the Python core devel opment team noved to
BeOpen.comto formthe BeOpen PythonLabs team |In Cctober of the sane
year, the PythonLabs team noved to Digital Creations (now Zope
Corporation, see http://ww. zope.con). |In 2001, the Python Software
Foundati on (PSF, see http://ww. python.org/psf/) was formed, a
non-profit organi zation created specifically to own Python-rel ated
IRteIIectuaI Property. Zope Corporation is a sponsoring nenber of

t he PSF.

Al'l Python rel eases are Open Source (see http://ww. opensource.org for
the Open Source Definition). Historically, nmost, but not all, Python
rel eases have al so been GPL-conpatible; the table bel ow sumari zes

t he various rel eases.

Rel ease Deri ved Year Onner GPL-
from conpati bl e? (1)
0.9.0 thru 1.2 1991- 1995 CW yes
1.3 thru 1.5.2 1.2 1995- 1999 CNRI yes
1.6 1.5.2 2000 CNRI no
2.0 1.6 2000 BeOQpen. com no
1.6.1 1.6 2001 CNRI yes (2)
2.1 2.0+1.6.1 2001 PSF no
2.0.1 2.0+1.6.1 2001 PSF yes
2.1.1 2.1+2.0.1 2001 PSF yes
2.2 2.1.1 2001 PSF yes
2.1.2 2.1.1 2002 PSF yes
2.1.3 2.1.2 2002 PSF yes
2.2.1 2.2 2002 PSF yes
2.2.2 2.2.1 2002 PSF yes
2.3 2.2.2 2002- 2003 PSF yes
2.3.1 2.3 2002- 2003 PSF yes
2.3.2 2.3.1 2002- 2003 PSF yes
2.3.3 2.3.2 2002- 2003 PSF yes
2.3.4 2.3.3 2004 PSF yes
Foot not es:

(1) GPL-conpatible doesn't nmean that we're distributing Python under
the GPL. Al Python licenses, unlike the GPL, let you distribute
a nodi fied version w thout nmaking your changes open source. The
GPL-conpatible licenses make it possible to conbine Python with
ot her software that is released under the GPL; the others don't.

(2) According to Richard Stallman, 1.6.1 is not GPL-conpatible,
because its license has a choice of |aw clause. According to
CNRI, however, Stallnman's |awer has told CNRI's |awer that 1.6.1
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is "not inconpatible" with the GPL
Thanks to the nany outside vol unteers who have worked under Quido's

direction to nmake these rel eases possible.

B. TERMS AND CONDI TI ONS FOR ACCESSI NG OR OTHERW SE US| NG PYTHON

1. This LI CENSE AGREEMENT is between the Python Software Foundation
("PSF"), and the Individual or Organization ("Licensee") accessing and
ot herw se using Python 2.3 software in source or binary formand its
associ at ed docunent ati on.

2. Subject to the ternms and conditions of this License Agreement, PSF
hereby grants Licensee a nonexclusive, royalty-free, world-w de
license to reproduce, analyze, test, perform and/ or display publicly,
prepare derivative works, distribute, and ot herw se use Python 2.3
alone or in any derivative version, provided, however, that PSF's

Li cense Agreenent and PSF's notice of copyright, i.e., "Copyright (c)
2001, 2002, 2003 Pyt hon Software Foundation; Al R ghts Reserved" are
retained in Python 2.3 alone or in any derivative version prepared by
Li censee.

3. In the event Licensee prepares a derivative work that is based on
or incorporates Python 2.3 or any part thereof, and wants to make
the derivative work available to others as provided herein, then

Li censee hereby agrees to include in any such work a brief summary of
t he changes nmade to Python 2. 3.

4. PSF is naking Python 2.3 available to Licensee on an "AS I S"

basis. PSF MAKES NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR

| MPLI ED. BY WAY OF EXAVPLE, BUT NOT LI M TATI ON, PSF MAKES NO AND

DI SCLAI M5 ANY REPRESENTATI ON OR WARRANTY OF MERCHANTABI LI TY OR FI TNESS
FOR ANY PARTI CULAR PURPOSE OR THAT THE USE OF PYTHON 2.3 WLL NOT

| NFRI NGE ANY THI RD PARTY RI GHTS

5. PSF SHALL NOT BE LI ABLE TO LI CENSEE OR ANY OTHER USERS OF PYTHON
2.3 FOR ANY | NCI DENTAL, SPECI AL, OR CONSEQUENTI AL DAMAGES CR LGSS AS
A RESULT OF MODI FYI NG DI STRI BUTI NG OR OTHERW SE USI NG PYTHON 2. 3,
OR ANY DERI VATI VE THEREOF, EVEN | F ADVI SED OF THE PGOSSI BI LI TY THEREOF

6. This License Agreenment will automatically term nate upon a nateria
breach of its terms and conditions.

7. Nothing in this License Agreenent shall be deenmed to create any

rel ati onship of agency, partnership, or joint venture between PSF and
Li censee. This License Agreenent does not grant perm ssion to use PSF
trademarks or trade nane in a tradenark sense to endorse or pronpte
products or services of Licensee, or any third party.

8. By copying, installing or otherw se using Python 2.3, Licensee
agrees to be bound by the ternms and conditions of this License
Agr eenment .

BECPEN. COM LI CENSE AGREEMENT FCOR PYTHON 2.0

BEOPEN PYTHON OPEN SOURCE LI CENSE AGREEMENT VERSI ON 1

1. This LI CENSE AGREEMENT is between BeQOpen.com ("BeCpen"), having an
office at 160 Saratoga Avenue, Santa Clara, CA 95051, and the

I ndi vi dual or Organi zation ("Licensee") accessing and ot herw se using
this software in source or binary formand its associated

docunent ation ("the Software").
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2. Subject to the terns and conditions of this BeOQpen Python License
Agreenent, BeOpen hereby grants Licensee a non-excl usive,
royalty-free, world-wide |license to reproduce, analyze, test, perform
and/ or display publicly, prepare derivative works, distribute, and

ot herwi se use the Software al one or in any derivative version

provi ded, however, that the BeOpen Python License is retained in the
Sof tware, alone or in any derivative version prepared by Licensee.

3. BeOpen is making the Software avail able to Licensee on an "AS I S"
basis. BEOPEN MAKES NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR

| MPLI ED. BY WAY OF EXAVPLE, BUT NOT LI M TATI ON, BEOPEN MAKES NO AND
DI SCLAI M5 ANY REPRESENTATI ON OR WARRANTY OF MERCHANTABI LI TY OR FI TNESS
FOR ANY PARTI CULAR PURPOSE OR THAT THE USE OF THE SOFTWARE W LL NOT

| NFRI NGE ANY THI RD PARTY RI GHTS

4. BECOPEN SHALL NOT BE LI ABLE TO LI CENSEE OR ANY OTHER USERS OF THE
SOFTWARE FOR ANY | NCI DENTAL, SPECI AL, OR CONSEQUENTI AL DAMAGES OR LGSS
AS A RESULT OF USI NG MODI FYI NG OR DI STRI BUTI NG THE SOFTWARE, OR ANY
DERI VATI VE THEREOF, EVEN | F ADVI SED OF THE PGSSI Bl LI TY THEREOF

5. This License Agreenment will automatically term nate upon a nateria
breach of its terms and conditions.

6. This License Agreenent shall be governed by and interpreted in al
respects by the law of the State of California, excluding conflict of
| aw provisions. Nothing in this License Agreenent shall be deenmed to
create any relationship of agency, partnership, or joint venture

bet ween BeOpen and Licensee. This License Agreenent does not grant
perm ssion to use BeOpen trademarks or trade nanes in a trademark
sense to endorse or pronpte products or services of Licensee, or any
third party. As an exception, the "BeOpen Python" |ogos avail abl e at
http://ww. pyt honl abs. conf | ogos. ht M may be used according to the
perm ssions granted on that web page.

7. By copying, installing or otherw se using the software, Licensee
agrees to be bound by the terns and conditions of this License
Agr eenent .

CNRI LI CENSE AGREEMENT FOR PYTHON 1.6.1

1. This LI CENSE AGREEMENT is between the Corporation for Nationa
Research Initiatives, having an office at 1895 Preston Wite Drive,
Reston, VA 20191 ("CNRI "), and the Individual or Organization

("Li censee") accessing and otherw se using Python 1.6.1 software in
source or binary formand its associ ated docunentation

2. Subject to the terns and conditions of this License Agreenent, CNR
hereby grants Licensee a nonexclusive, royalty-free, world-w de
license to reproduce, analyze, test, perform and/ or display publicly,
prepare derivative works, distribute, and otherw se use Python 1.6.1
al one or in any derivative version, provided, however, that CNR's

Li cense Agreenent and CNRI's notice of copyright, i.e., "Copyright (c)
1995- 2001 Corporation for National Research Initiatives; Al R ghts
Reserved" are retained in Python 1.6.1 alone or in any derivative
version prepared by Licensee. Alternately, in lieu of CNRI's License
Agreenent, Licensee may substitute the following text (omtting the
guotes): "Python 1.6.1 is nade avail able subject to the terns and
conditions in CNRI's License Agreenent. This Agreenent together with
Python 1.6.1 nay be |located on the Internet using the follow ng

uni que, persistent identifier (known as a handle): 1895.22/1013. This
Agreenent may al so be obtained froma proxy server on the Internet
using the followi ng URL: http://hdl.handl e.net/1895.22/1013".

3. In the event Licensee prepares a derivative work that is based on
or incorporates Python 1.6.1 or any part thereof, and wants to nake
the derivative work available to others as provided herein, then
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Li censee hereby agrees to include in any such work a brief summary of
t he changes nmade to Python 1.6.1.

4. CNRI is making Python 1.6.1 available to Licensee on an "AS | S"
basis. CNRI MAKES NO REPRESENTATI ONS OR WARRANTI ES, EXPRESS OR

| MPLI ED. BY WAY OF EXAMPLE, BUT NOT LI M TATION, CNRI MAKES NO AND

DI SCLAI M5 ANY REPRESENTATI ON OR WARRANTY OF MERCHANTABI LI TY OR FI TNESS
FOR ANY PARTI CULAR PURPOSE OR THAT THE USE OF PYTHON 1.6.1 WLL NOT

| NFRI NGE ANY THI RD PARTY RI GHTS

5. CNRI SHALL NOT BE LI ABLE TO LI CENSEE OR ANY OTHER USERS OF PYTHON
1.6.1 FOR ANY | NCl DENTAL, SPECI AL, OR CONSEQUENTI AL DAMAGES OR LOSS AS
A RESULT OF MODI FYI NG, DI STRI BUTI NG OR OTHERW SE USI NG PYTHON 1.6.1
OR ANY DERI VATI VE THEREOF, EVEN | F ADVI SED OF THE POSSI Bl LI TY THEREOF

6. This License Agreenent will automatically term nate upon a nateri al
breach of its terms and conditions.

7. This License Agreenment shall be governed by the federa

intellectual property law of the United States, including wthout
l[imtation the federal copyright law, and, to the extent such

U S. federal |aw does not apply, by the law of the Commonweal th of
Virginia, excluding Virginia' s conflict of |aw provisions.

Not wi t hst andi ng the foregoing, with regard to derivative works based
on Python 1.6.1 that incorporate non-separable material that was
previously distributed under the GNU General Public License (GPL), the
| aw of the Commonwealth of Virginia shall govern this License
Agreenent only as to issues arising under or with respect to

Par agraphs 4, 5, and 7 of this License Agreenent. Nothing in this

Li cense Agreenent shall be deenmed to create any rel ati onship of

agency, partnership, or joint venture between CNRI and Licensee. This
Li cense Agreement does not grant permission to use CNRI trademarks or
trade name in a trademark sense to endorse or pronote products or
services of Licensee, or any third party.

8. By clicking on the "ACCEPT" button where indicated, or by copying,
installing or otherwi se using Python 1.6.1, Licensee agrees to be
bound by the terns and conditions of this License Agreenent.

ACCEPT

CW LI CENSE AGREEMENT FOR PYTHON 0.9.0 THROUGH 1.2

Copyright (c) 1991 - 1995, Stichting Mathemati sch Centrum Anst er dam
The Netherlands. Al rights reserved.

Perm ssion to use, copy, nodify, and distribute this software and its
docunent ati on for any purpose and without fee is hereby granted,

provi ded that the above copyright notice appear in all copies and that
both that copyright notice and this pernission notice appear in
supporting docunmentation, and that the name of Stichting Mathematisch
Centrumor CW not be used in advertising or publicity pertaining to
di stribution of the software w thout specific, witten prior

per m ssion.

STI CHTI NG MATHEMATI SCH CENTRUM DI SCLAI M5 ALL WARRANTI ES W TH REGARD TO
THI'S SOFTWARE, | NCLUDI NG ALL | MPLI ED WARRANTI ES OF MERCHANTABI LI TY AND
FI TNESS, I N NO EVENT SHALL STI CHTI NG MATHEMATI SCH CENTRUM BE LI ABLE
FOR ANY SPECI AL, | NDI RECT OR CONSEQUENTI AL DAMAGES OR ANY DANAGES
WHATSOEVER RESULTI NG FROM LOSS OF USE, DATA OR PROFI TS, WHETHER I N AN
ACTI ON OF CONTRACT, NEGLI GENCE OR OTHER TORTI QUS ACTI ON, ARI SI NG OQUT
OF OR I N CONNECTI ON W TH THE USE OR PERFORVANCE OF THI S SOFTWARE
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A.12. Samba

GN\U Free Docunentation License
Version 1.2, Novenber 2002

Copyright (C 2000, 2001, 2002 Free Software Foundation, Inc.

59 Templ e Place, Suite 330, Boston, MA 02111-1307 USA
Everyone is permtted to copy and distribute verbati m copies
of this |license docunent, but changing it is not allowed.

0. PREAMBLE

The purpose of this License is to make a manual, textbook, or other
functional and useful docunent "free" in the sense of freedom to
assure everyone the effective freedomto copy and redistribute it,
with or without nodifying it, either comercially or nonconmercially.
Secondarily, this License preserves for the author and publisher a way
to get credit for their work, while not being considered responsible
for nodifications made by others.

This License is a kind of "copyleft", which nmeans that derivative
wor ks of the docunent mnust thenselves be free in the same sense. |t
conpl enents the GNU General Public License, which is a copyleft

i cense designed for free software.

We have designed this License in order to use it for nanuals for free
software, because free software needs free docunmentation: a free
program shoul d come with manual s providing the sane freedons that the
software does. But this License is not limted to software manual s;
it can be used for any textual work, regardl ess of subject matter or
whet her it is published as a printed book. W recomend this License
principally for works whose purpose is instruction or reference.

1. APPLI CABI LI TY AND DEFI NI TI ONS

This License applies to any nmanual or other work, in any nedium that
contains a notice placed by the copyright holder saying it can be

di stributed under the terns of this License. Such a notice grants a
wor |l d-wi de, royalty-free license, unlimted in duration, to use that
wor k under the conditions stated herein. The "Document”, bel ow,
refers to any such manual or work. Any menber of the public is a
licensee, and is addressed as "you". You accept the license if you
copy, nmodify or distribute the work in a way requiring perm ssion
under copyright | aw.

A "Modified Version" of the Docunent neans any work containing the
Docunent or a portion of it, either copied verbatim or with
nodi fications and/or translated i nto another |anguage.

A "Secondary Section" is a naned appendix or a front-matter section of
t he Docunment that deals exclusively with the relationship of the
publ i shers or authors of the Docunment to the Docunent's overall subject
(or to related matters) and contains nothing that could fall directly
within that overall subject. (Thus, if the Docunent is in part a

t ext book of mat hematics, a Secondary Section may not explain any

mat henmatics.) The relationship could be a matter of historica
connection with the subject or with related matters, or of I|egal
cgnnercial, phi | osophi cal, ethical or political position regarding

t hem

The "l nvariant Sections" are certain Secondary Sections whose titles
are designated, as being those of Invariant Sections, in the notice
that says that the Docunent is rel eased under this License. If a
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section does not fit the above definition of Secondary then it is not
allowed to be designated as Invariant. The Docunent may contain zero
I nvariant Sections. |If the Docunent does not identify any I|nvariant
Sections then there are none.

The "Cover Texts" are certain short passages of text that are listed,
as Front-Cover Texts or Back-Cover Texts, in the notice that says that
the Docunment is released under this License. A Front-Cover Text may
be at nost 5 words, and a Back- Cover Text mamy be at nobst 25 words.

A "Transparent" copy of the Docunent neans a nachi ne-readabl e copy,
represented in a fornmat whose specification is available to the
general public, that is suitable for revising the docunent
straightforwardly with generic text editors or (for inages conposed of
pi xel s) generic paint prograns or (for draw ngs) some w dely avail abl e
drawi ng editor, and that is suitable for input to text formatters or
for automatic translation to a variety of formats suitable for input
to text formatters. A copy nmade in an otherw se Transparent file
format whose markup, or absence of nmarkup, has been arranged to thwart
or di scourage subsequent nodification by readers is not Transparent.
An image format is not Transparent if used for any substantial anount
of text. A copy that is not "Transparent" is called "Opaque"

Exanpl es of suitable formats for Transparent copies include plain
ASCI | without markup, Texinfo input format, LaTeX input format, SGW
or XML using a publicly available DTD, and standard-conform ng sinple
HTM., PostScript or PDF designed for hunan nodification. Exanples of
transparent image formats include PNG XCF and JPG  Opaque formats

i nclude proprietary formats that can be read and edited only by
proprietary word processors, SGVL or XML for which the DTD and/ or
processing tools are not generally available, and the
machi ne- generated HTM., Post Script or PDF produced by some word
processors for output purposes only.

The "Titl e Page" neans, for a printed book, the title page itself,
pl us such followi ng pages as are needed to hold, legibly, the nateria
this License requires to appear in the title page. For works in
formats which do not have any title page as such, "Title Page" neans
the text near the nost prom nent appearance of the work's title,
precedi ng the begi nning of the body of the text.

A section "Entitled XYZ' neans a named subunit of the Document whose
title either is precisely XYZ or contains XYZ in parentheses foll ow ng
text that translates XYZ in another |anguage. (Here XYZ stands for a
specific section name nentioned bel ow, such as "Acknow edgenents”,
"Dedi cati ons", "Endorsenents", or "Hi story".) To "Preserve the Title"
of such a section when you nodi fy the Docunment nmeans that it remmins a
section "Entitled XYZ" according to this definition

The Docurent may include Warranty Disclainers next to the notice which
states that this License applies to the Docunent. These Warranty

Di sclainmers are considered to be included by reference in this

Li cense, but only as regards disclaimng warranties: any other
inmplication that these Warranty Di sclainers nay have is void and has
no effect on the meaning of this License.

2. VERBATI M COPYI NG

You may copy and distribute the Docunent in any nedium either
commercially or noncommercially, provided that this License, the
copyright notices, and the license notice saying this License applies
to the Docunent are reproduced in all copies, and that you add no other
condi ti ons whatsoever to those of this License. You may not use
techni cal measures to obstruct or control the reading or further
copyi ng of the copies you make or distribute. However, you may accept
conpensation in exchange for copies. |If you distribute a |arge enough
nunber of copies you nmust also follow the conditions in section 3.
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You may al so | end copies, under the same conditions stated above, and
you may publicly display copies.

3. COPYI NG | N QUANTI TY

If you publish printed copies (or copies in media that comonly have
printed covers) of the Docunent, nunbering nore than 100, and the
Docurent's |icense notice requires Cover Texts, you nust enclose the
copies in covers that carry, clearly and legibly, all these Cover
Texts: Front-Cover Texts on the front cover, and Back-Cover Texts on
t he back cover. Both covers nust also clearly and legibly identify
you as the publisher of these copies. The front cover nust present
the full title with all words of the title equally prom nent and
visible. You may add other material on the covers in addition.
Copying with changes limted to the covers, as long as they preserve
the title of the Docurment and satisfy these conditions, can be treated
as verbatimcopying in other respects.

If the required texts for either cover are too voluminous to fit

| egi bly, you should put the first ones listed (as many as fit
reasonably) on the actual cover, and continue the rest onto adjacent
pages.

If you publish or distribute Opaque copies of the Docunent nunbering
nore than 100, you nust either include a machi ne-readabl e Transparent
copy along with each Qpaque copy, or state in or with each Opaque copy
a conputer-network |location fromwhich the general network-using
public has access to downl oad usi ng public-standard network protocols
a conpl ete Transparent copy of the Document, free of added nateri al

If you use the latter option, you nust take reasonably prudent steps,
when you begin distribution of Opaque copies in quantity, to ensure
that this Transparent copy will remain thus accessible at the stated
location until at |east one year after the last time you distribute an
Opaque copy (directly or through your agents or retailers) of that
edition to the public.

It is requested, but not required, that you contact the authors of the
Docurent wel | before redistributing any |arge nunber of copies, to give
them a chance to provide you with an updated version of the Docunent.

4. MODI FI CATI ONS

You may copy and distribute a Mddified Version of the Docunent under
the conditions of sections 2 and 3 above, provided that you rel ease
the Modified Version under precisely this License, with the Mdified

Version filling the role of the Docunent, thus licensing distribution
and nodification of the Mdified Version to whoever possesses a copy
of it. In addition, you nust do these things in the Mdified Version

A. Use in the Title Page (and on the covers, if any) a title distinct
fromthat of the Document, and fromthose of previous versions
(whi ch should, if there were any, be listed in the History section
of the Docurment). You may use the sanme title as a previous version
if the original publisher of that version gives perm ssion.

B. List on the Title Page, as authors, one or nore persons or entities

responsi bl e for authorship of the nodifications in the Mdified

Version, together with at |east five of the principal authors of the

Docurment (all of its principal authors, if it has fewer than five),

unl ess they release you fromthis requirenent.

State on the Title page the nane of the publisher of the

Modi fi ed Version, as the publisher

Preserve all the copyright notices of the Docunent.

Add an appropriate copyright notice for your nodifications

adj acent to the other copyright notices.

Include, imediately after the copyright notices, a license notice

giving the public permission to use the Mdified Version under the

terms of this License, in the formshown in the Addendum bel ow.

momo 0
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G Preserve in that license notice the full lists of Invariant Sections
and required Cover Texts given in the Docunent's |icense notice.

H Include an unaltered copy of this License.

Preserve the section Entitled "Hi story", Preserve its Title, and add

toit an itemstating at least the title, year, new authors, and

publ i sher of the Modified Version as given on the Title Page. If
there is no section Entitled "Hi story” in the Docunent, create one
stating the title, year, authors, and publisher of the Document as
given on its Title Page, then add an item describing the Mdified

Version as stated in the previous sentence.

J. Preserve the network location, if any, given in the Docunent for
public access to a Transparent copy of the Docunent, and |ikew se
the network | ocations given in the Docunent for previous versions
it was based on. These nmay be placed in the "History" section
You may onit a network location for a work that was published at
| east four years before the Docunent itself, or if the origina
publisher of the version it refers to gives perm ssion

K. For any section Entitled "Acknow edgenments"” or "Dedications",
Preserve the Title of the section, and preserve in the section al
t he substance and tone of each of the contributor acknow edgenents
and/ or dedications given therein

L. Preserve all the Invariant Sections of the Docunent,
unaltered in their text and in their titles. Section nunbers
or the equivalent are not considered part of the section titles.

M Del ete any section Entitled "Endorsenents". Such a section
may not be included in the Mdified Version

N. Do not retitle any existing section to be Entitled "Endorsenents”
or to conflict intitle with any Invariant Section

O Preserve any Warranty Discl ai mers.

If the Modified Version includes new front-matter sections or

appendi ces that qualify as Secondary Sections and contain no materia
copied fromthe Docunent, you nmay at your option designate sonme or al
of these sections as invariant. To do this, add their titles to the
list of Invariant Sections in the Mddified Version's |license notice.
These titles must be distinct fromany other section titles.

You may add a section Entitled "Endorsenments", provided it contains
not hi ng but endorsenents of your Mbdified Version by various
parties--for exanple, statenents of peer review or that the text has
been approved by an organi zation as the authoritative definition of a
st andar d.

You may add a passage of up to five words as a Front-Cover Text, and a
passage of up to 25 words as a Back-Cover Text, to the end of the list
of Cover Texts in the Mdified Version. Only one passage of
Front - Cover Text and one of Back-Cover Text nay be added by (or

t hrough arrangenents made by) any one entity. |f the Docunent already
i ncludes a cover text for the sanme cover, previously added by you or
by arrangenent nade by the same entity you are acting on behal f of,
you nmay not add another; but you may replace the old one, on explicit
perm ssion fromthe previous publisher that added the ol d one.

The aut hor (s) and publisher(s) of the Docunent do not by this License
gi ve permi ssion to use their names for publicity for or to assert or
i mply endorsenent of any Mdified Version

5. COMVBI NI NG DOCUMENTS

You may conbi ne the Docunent with other docunents rel eased under this
Li cense, under the terns defined in section 4 above for nodified
versions, provided that you include in the conbination all of the

I nvariant Sections of all of the original docunents, unnodified, and
list themall as Invariant Sections of your conbined work in its
license notice, and that you preserve all their Warranty Discl ai mers.

The conbi ned work need only contain one copy of this License, and
mul tiple identical Invariant Sections may be replaced with a single
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copy. |If there are nultiple Invariant Sections with the sane nane but
different contents, nake the title of each such section uni que by
adding at the end of it, in parentheses, the nane of the origina

aut hor or publisher of that section if known, or else a unique nunber.
Make the same adjustnent to the section titles in the list of

I nvariant Sections in the license notice of the conbined work.

In the comnbination, you nust conbine any sections Entitled "Hi story"
in the various original docunents, formng one section Entitled
"History"; |ikew se conbine any sections Entitled "Acknow edgenents",
and any sections Entitled "Dedications". You nust delete all sections
Entitl ed "Endorsements".

6. COLLECTI ONS OF DOCUMENTS

You may make a collection consisting of the Docunent and ot her docunents
rel eased under this License, and replace the individual copies of this
Li cense in the various docunments with a single copy that is included in
the collection, provided that you follow the rules of this License for
verbati m copyi ng of each of the documents in all other respects.

You may extract a single document from such a collection, and distribute
it individually under this License, provided you insert a copy of this
Li cense into the extracted docunent, and follow this License in al

ot her respects regardi ng verbati mcopying of that docunent.

7. AGGREGATI ON W TH | NDEPENDENT WORKS

A conpilation of the Document or its derivatives with other separate
and i ndependent documents or works, in or on a volune of a storage or
distribution medium is called an "aggregate" if the copyright
resulting fromthe conpilation is not used to limt the [egal rights
of the conpilation's users beyond what the individual works permt.
When the Docunent is included in an aggregate, this License does not
apply to the other works in the aggregate which are not thensel ves
derivative works of the Docunent.

If the Cover Text requirenent of section 3 is applicable to these
copi es of the Document, then if the Document is |ess than one half of
the entire aggregate, the Docunent's Cover Texts may be placed on
covers that bracket the Docunent within the aggregate, or the

el ectroni c equi val ent of covers if the Docunent is in electronic form
O herwi se they nmust appear on printed covers that bracket the whole
aggregat e.

8. TRANSLATI ON

Translation is considered a kind of nodification, so you may
distribute translations of the Docunent under the terms of section 4.
Repl aci ng I nvariant Sections with translations requires speci al

perm ssion fromtheir copyright holders, but you may include
translations of some or all Invariant Sections in addition to the
original versions of these Invariant Sections. You may include a
translation of this License, and all the license notices in the
Docurent, and any Warranty Disclainers, provided that you al so include
the original English version of this License and the original versions

of those notices and disclainers. |In case of a disagreement between
the translation and the original version of this License or a notice
or disclaimer, the original version will prevail.

If a section in the Docunent is Entitled "Acknow edgenents",

"Dedi cations", or "History", the requirenent (section 4) to Preserve
its Title (section 1) will typically require changing the actua
title.
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9. TERM NATI ON

You may not copy, nodify, sublicense, or distribute the Docunment except
as expressly provided for under this License. Any other attenpt to
copy, nodify, sublicense or distribute the Document is void, and wll
automatically term nate your rights under this License. However,
parti es who have received copies, or rights, fromyou under this
License will not have their |licenses term nated so | ong as such
parties remain in full conpliance.

10. FUTURE REVI SIONS OF THI S LI CENSE

The Free Software Foundati on may publish new, revised versions

of the GNU Free Docunentation License fromtime to time. Such new
versions will be simlar in spirit to the present version, but nay
differ in detail to address new probl ens or concerns. See

htt p: // www. gnu. or g/ copyl eft/.

Each version of the License is given a distinguishing version nunber.
If the Docunent specifies that a particul ar numbered version of this
Li cense "or any later version" applies to it, you have the option of
following the terns and conditions either of that specified version or
of any later version that has been published (not as a draft) by the
Free Software Foundation. |f the Document does not specify a version
nunber of this License, you nay choose any version ever published (not
as a draft) by the Free Software Foundation
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